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Using a Legal Framework Approach .
for Integrated Data Systems connect dataovertime

Having access to cross-sectordata can be powerful.
By linking data across various public agencies, states
cancreate amore holistic picture of outcomes for
peopleineducation, health care, the workforce,

and beyond. This clearerpicture enables abetter
understanding of the complex needs of individuals
and communities, which caninform the design of new
strategies andinterventions to address those needs
and the evaluation of the effectiveness of programs
and policies ondesired outcomes. The systems that
cohesively bring together data fromvarious agencies
are known as integrated data systems.

While there are significant benefits tointegrated
data systems (IDSs), one of the main challenges
to combining data sets from disparate sourcesis

and across sectors to

complying with the require- provide datainsights

mentsimposed by the differ- thatsupportleaders

ent federal, state, andlocal inanswering policy

laws that may governeach questions, directing

of the data contributors and resources, and better

their particulardatatypes. supportingindividuals.
Additional layers of complexity

are created by state laws pertaining to linked data
setsandbroaderobstaclesrelating toissues such as

governance, funding, andlegalrisks.

This document providesinformation for states, public
agencies, and other partiesinterestedinfacilitating
datasharingandimplementingIDSs. Specifically, the
document explores how alegal framework approach
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caninformtheuse, sharing, and protection of datain
anIDS, including

e thecomplexity of linkinginformation across state
agencies given the regulatory frameworks in the
United States,

e thevalue of alegal framework approach,

e tipsandkey questions to guide the development
of legal frameworks, and

e casestudiesfromtwo states.

The Complexity of Linking Data Across
Sectorsin the United States

Inthe United States, linking data across sectorsis
complicated by several factors. Federal data privacy
regulations take apiecemeal approach thatisbasedon
the type of entity thatinitially collects data. Forexample,
there are differentlaws for federally funded education
institutions compared to covered health care entities.
There are alsorules that govern specific types of data
collected, such as protected healthinformation,
studentloaninformation, social security numbers,
and federal assistance data. In addition to federal
laws, state privacy and security laws apply additional
restrictionsto datause. By contrast, laws such as the
European Union’s GDPR (General Data Protection
Regulation) or Brazil's LGPD (in English: Brazilian
General Data Protection Law) focus oncompre-
hensive human privacy protections and are more
cohesive. Further, the privacy landscapeinthe United
Statesisinconstant flux, ofteninresponse toissues
thatemerge atboththe state and federal levels.

Thelegal framework approach to linking data

There are many isolated legal requirements for
combining data across sectors, sometimes even
in conflict with one another, that make it difficult to
create anIDS. Ratherthan attempttoresolve each
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legalrequirement as a stand-alone concern,itcan

be helpfulto adopt alegal framework approach. An
initial step using this approach can be to map out

the nontechnical processes fordata connection

and datause, then evaluate what should be included
inlegalagreementsinthe context of relevant laws,
regulations, and contracts. Understanding the legal
frameworkinits totality helpsto determine what s
mandatory, permissible, and prohibited within the IDS.

Specifically, alegal framework delineates privacy
and security requirements whenlinking data and
establishes access and userestrictions forthe datain
theIDSrelated to the IDS’s overarching purpose. The
legal framework may vary based onthe IDS content
anduses. Forexample, alegal framework may clarify
that only aggregated data may be used for studies
and evaluations, orit may allow staff at data-contrib-
utoragenciestoaccessindividual-levelintegrated
datatoinformservicesto clients whomthey serve.

The legal frameworkinforms written agreements
relating to the system. It also creates acommon
understanding of what default conditions applyif a
provisionis not expressly covered by awrittenagree-
ment. The legal framework and written agreements, in
turn, help set parameters for the technical process by
whichinformationwill be linked.

Tips and Key Questions to Guide the
Development of Legal Frameworks

Identify the key contributors and governance
structures

The agencies participatinginanIDS willneed to
disclose personally identifiable informationto the
entity that willhost and operate the IDS. Therefore, an
IDS requires agovernance framework thataccom-
modates the federal and state legal restrictions of
each contributor.



Mdisc

Data Integration Support Center

Data contributors and users are critical to the success
of IDS efforts. Effectively engaging contributorsis a
key component of ensuring thatan IDS is sustainable
andthatit continuesto meet the needs of contrib-
utors, policymakers, families, program staff,and the
public. Successfulgovernanceincludesidentifyingand
engaging the appropriate collaborators. Forexample,
itis helpfulto address the following questions:

e Whoarethekey collaborators needed for
prioritizing, defining, developing, androlling
outthe IDS initiatives?

e Whichentities will contribute datato the
IDS? Willitjust be state agencies, or will
otherparties beincluded (such as private
entities that can provide supplementary
information)?

e How arethe datacontributors structured,
governed, and/orfunded? Are there poten-
tialissues thatneed to be addressed based
onthe contributors’ different organizational
structures (such as Executive Branch agen-
ciesversus separate legal entities)?

¢ Howwillthe entity thatimplements the IDS
be structured, governed, and funded?
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Map the legallandscape

Once the collaborators have beenidentified, relevant
laws andregulations canbe documented. Because
each of the entities that are contributing data to
an|DS and the entity thatimplements the IDS may
have differentregulatory constraints on appropriate
use cases, protectionrequirements, and allowable
disclosure of protected information, entities that

are participatinginan DS should map out what

laws orrestrictions apply to which data and when.
Forexample, key federal laws that may apply to an
IDS that combines early childhood, primary school,
secondary school, and workforce data are the Family
Educational Rights and Privacy Act (FERPA), Higher
Education Act (HEA), Health Insurance Portability and
Accountability Act (HIPAA), Workforce Innovationand
Opportunity Act (WIOA), and Department of Labor
(DOL)regulations.

Itisalsoimportant to analyzerelevantlaws tounder-
stand therights andliabilities that exist foreach of the
participating entities on topics that are not explicitly
addressedinthelegalagreementsforthe IDS. Itis
criticalforthe IDS leaders to consult with legal coun-
selinthe early planning stages of the IDS because
legal counsel’sroleisto protect and promote their
client’sinterests. If other parties are not familiar

with constraints that are specific to a particular data

With alegal framework in place, states canidentify
the specific content that needs to be coveredin

memoranda of understanding and ensure that these
requirements are consistently includedin
allagreements.
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contributor, it can create challenges forreaching a
compromise in how to organize, develop, and select
datafortheIDS. This compromise generally involves
amorerestrictive approach to how the contributors’
dataareusedandsharedintheIDS. Adoptingamore
restrictive context can help to build trustamong

data contributors. Leveraging data contributors’
currentagreements and practices can also provide
common ground and early successesindrafting legal
agreements.
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Theserestrictionsinclude requiring that data only
bereleased forgroups of people above a minimum
threshold numberorrequiring that disclosure-avoid-
ance methods be applied prior to the release of data
analyses based onindividual-levelinformation. For
example, Nevadahaslaws that attempt to address
the disclosure of individual-level data. In contrast,
Colorado hasrunintoreportingissues due to the
smallnumbers of students at rural schools and
schools with small populations.

When mapping out the legal landscape of
theIDS, it may be helpful to address the
following questions:

o Arestateagenciespermittedto contribute
datato anotherentity understate law?

o If private entities areincludedinthe data
system, are there any legal barriersregard-
ing sharing data orallocatingrisk between
public- and private-sectorentities?

o Arethere existingmodelagreementsor
templates at the state level orused by the
data contributors that are eitherrequired or
alreadyinplacethatcanbeleveraged?

Determine how data may be accessed

Afteridentifying the governance framework and
establishingacommonunderstanding of applicable
laws permitting data sharing among the relevant
partners, the next stepisto considerhowrequests to
use the linked data willbe approved and what require-
ments will be established forthose accessing the
information. Any structure for decision-making about
dataaccess must be groundedinlaws andregulatory
frameworks, like rule-making authority, administra-
tive procedures requirements, public meeting laws,
and public recordsrequirements. Many states now
impose far stricterreleaserestrictions for disclos-
inginformation at the level of a specificindividual.

When determining how datainthe IDS can
be accessed, issues to decide oninclude
the following:

¢ Whenisitappropriate forlinked datato be
shared?

¢ Whoshouldhave accessto thisinformation?

¢ Howshouldthelegalframeworkvary for
caseswhere accessis provided to individu-
al-levelrecords versus aggregate, properly
de-identifiedinformation?

¢ Howshouldthelegal frameworkvary based
onwhoisaccessing the information?

Determineissues related to security
and databreaches

With theincreasing challenge of maintaining security
duetocyberattacks, many state agencies are seeking
to establish clearerlegal guidelines forhandling data
breaches andtheirassociated costs. As with other
legalregulations, state agencies may beresponsible
forboth federal security standards and state rules
thathave been developed piecemeal to address
discrete events. The data contributors may also
wantlegal agreements to expressly address the risk
created by merging data sets.
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Issuesto exploreinclude the following:

o Aretherestatewide standards about data
breaches ordata-breach notification that public
agencies contributing data must follow? Are all
data contributors subject to the same provisions?

e Areallcontributingagencies similarly situated
regarding liability and possible immunity and
funding?If the legal agreements are silenton
indemnification, who would beresponsible for
the costs of adata securityincident?

¢ Whatlevel of controls needstobeinplace for
each contributing entity and the entity that
implements the IDS, including provisioning,
frequency of contribution, permissions, and
security requirements?

Create templates when possible

One of the challenges of data sharingis the time
spent creating customlegal agreements every

time datawillbelinked oraccessed. With alegal
frameworkinplace, states canidentify the specific
content thatneeds to be coveredinmemoranda of
understanding and ensure that these requirements
are consistentlyincludedin allagreements. They
canalsoidentify whether differenttemplates are
required for different contexts. Forexample, a
different template may be used when data contrib-
utors are sharinginformationamong themselves, as
opposedto external parties that may access data for
research orprogramimplementation.
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When determining aspects of legal
templates to use, consider the following
questions:

e Givenfederaland staterequirements,
whatinformation needs to be consistently
representedinlegalagreements (such as
allowable use orrelationship of the entity
accessing the data to the data contributor)?

¢ Whatcomponents of alegalagreement
(suchasdefinitions, controllinglaws, data
security requirements, nondisclosurerules,
liability, and termination) could be inserted
as boilerplate, particularly among data
contributors and the entity hosting the data?

o Isitpreferable tohave third parties that will
be accessing datasignindividual data-use
agreements with each data contributor?
Orisitfeasible to create amastertemplate
thatincludes the requirements of all data
contributors?

Identify whether laws need to be changed

Ininstancesinwhich states have adopted data-use
regulations that are stricterthan federal privacy laws,
changesmaybe neededto state laws, inadditionto
craftinglegal agreements. Forexample, California
hasregulations that are considered stricterthan the
federalregulations. States may also elect to pass laws
that specifically permit orrestrict data sharing foran
IDS, address conflicts amongrelated state regula-
tions, orestablish the authority of data contributors,
particularly as amechanism for establishing transpar-
encyregarding which data will be included and how
they willbe used.
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Questions to considerinclude the following:

o Whatcurrent state laws are hampering data
exchangesandaccess?

e Howcouldstatelawbe amendedinways that
help to clarify the content and uses of the IDS?

¢ Whenestablishingarationale fornew laws,
what models forallowable use could be
referenced that enable data exchanges and
accessunder federal frameworks or other
agency protocols?

Determine whichissues canbe resolved
outside of contractual agreements

Aswithmost complex projects, some elements
governing datalinkage and use willbe unknown at the
time that the legal framework s created. For exam-
ple, some systems are created with only a few initial
data contributors—with additional data contributors
included laterasthe IDS evolves. Because data secu-
rity standards are continuously evolving, some details
are bestleftundefinedinthelegal writtenagree-
ments. Ratherthanwaiting to clarify all these elements,
legalagreements can make reference to documented
policiesthat may need to be added oramended over
time. Unknowns may provide opportunities to main-
tain purposeful flexibility. The legal framework should
be usedtoidentify the areas of flexibility.

Questions to considerinclude the following:

o Whattypesofrequirements are likely to
evolve rapidly and thus be betterdocumented
through policiesratherthanlegalagreements?

¢ Whatmechanisms couldbeusedto finalize
and ensure compliance with those require-
ments, outside of alegal agreement?

o Whatgeneral processesorprinciples are
appropriate toincludeinalegalagreement
that would provide sufficient criteria for
decisions that willbe made later?

Examples

The following examples summarize some of the ways
that Connecticut and Kentucky are using the legal
frameworks approachto facilitate data sharing.
Connecticut

Developing templates fordata sharing

Connecticutis developing a set of flexible and
durable data-sharing agreements as part of an
internal review on how to improve interagency data
sharing, particularly as education and workforce
data are augmented with social service information.
Connecticut’s approachincludes creating fourtypes
of legalagreements:

o LetterofIntent: adocument that does not obli-
gate state agencies to share specific data but that
states eachrespective agency’s arrangement to
help develop aformal process for sharing data

o Enterprise Memorandum of Understanding:
alegaldocument that outlines how data may
be sharedinaccordance with the IDS’s gover-
nance process, suchasroles andresponsibil-
ities, privacy and security requirements, and
data-matching specifications
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Data Sharing Agreement: alegal document for
sharinginformation using the state’s data-link-
ing hub underthe terms establishedinthe
Memorandum of Understanding, including how
dataare transferred, the specific data points
being shared, and the legal basis for data sharing

Data Use License: alegaldocument signed by the
receiver of adata set establishing permitted data
use; indicating that ownership remains with the
data provider; documentinginstitutional review
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How the Data Integration $upport
Center CanHelp

The Data Integration Support Center (DISC) at
WestEd canserve acriticalroleand help alleviate
the following potential gapsWwhen creating alegal
framework. DISC offerstechnical assistance to

public ageiﬁciiei;free of cost. Forms of technical

assistance that can be provided by DISC include

board approval; and providing terms for autho- the following:

rizeduse, disclosure, and destruction mapping IDS data to applicable laws to

expedite the development of legal frameworks
More information about the workin Connecticut 2 . E
canbefoundinthe Connecticut General Assembly providing legal assistance to develop a state-

Report, Legallssuesininteragency Data Sharing. specific framework approach

developing data-sharing agreement
templates factoringin state, local,

Kentucky

Passing state laws to allow for data sharing and use

multisectoral-privacy, and security-

The Kentucky Center for Statistics (KYStats) has a regulatory requirements

legal framework thatis based on five state laws. The . . , ,
reviewing and curating privacy and security

legal framework provides transparency regarding resources andtools online forpublicagencies

what data willbe used and why. The laws coverthe
reviewing applicable and/orrequired security

frameworks and approaches needed to align

following aspects of IDS implementation:

o identifying key definitions

establishing KYStats as a statewide longitudinal
datasystem

describing overall duties of KYStats

documenting duties and functions of the govern-
ing body

establishing aformal guidance body

Moreinformation about the work in Kentucky canbe
foundintheselocations:

KYStats Statutesincludedinthelegal framework

Summary of Select Statewide Longitudinal Data

Systems (California Competes)

with the required legal framework

providing external security and privacy
analysis of existing ordevelopedlegal or
security frameworks by industry experts

providing expert facilitation forlegal,
security, and technical architecture teams
and otherinterested parties to address
privacy, security, and legal challengesrelated
tointegrated data

providing expert consultation and industry
references to partner organizations
specializingin policy, vendor, sectoral, or
technicalresources



https://portal.ct.gov/-/media/CT-Data/Legal-Issues-in-Interagency-Data-Sharing-Report-11521_merged.pdf
https://kystats.ky.gov/About/Legislation
https://californiacompetes.org/assets/general-files/Attachment-1_State-SLDS-Examples_Final.pdf
https://californiacompetes.org/assets/general-files/Attachment-1_State-SLDS-Examples_Final.pdf
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Resources

The following are some readily accessible sites that provide

informative and useful resources to consult as organizations
consider building alegal framework to create or further develop
an|DS:

e Statewide Longitudinal Data Systems (SLDS) Grant Program
website: Developed by the National Center for Education
Statistics, this site includes a variety of resources that
complement alegal framework. Theseresources canbe used
to make sure an|DS has the essential building blocks fora

successfuldata systeminplace and to benchmark progress
inplanning, implementing, and enhancing anIDS.

e SDLSFramework: This framework provides a helpfulbench-
mark tounderstand anIDS.

e Integrated Data Systems and Student Privacy: This guidance
document supports the development of alegal framework
by explaining how FERPAmust be consideredinanIDS.

e Supporting the Use of Administrative Datain Early Care and
Education Research: The Administration for Children &
Families published thisresearch series, whichincludes
severalresources that support the development of alegal
framework forIDSs.
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https://nces.ed.gov/programs/slds/
https://nces.ed.gov/programs/slds/
https://slds.ed.gov/#program/slds-framework
https://studentprivacy.ed.gov/resources/integrated-data-systems-and-student-privacy
https://www.acf.hhs.gov/opre/report/supporting-use-administrative-data-early-care-and-education-research-resource-series
https://www.acf.hhs.gov/opre/report/supporting-use-administrative-data-early-care-and-education-research-resource-series
http://www.wested.org
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