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Introductions and Overview of
AISP & DISC

« Overview Administrative Data
* Role of Lawyers

* Legal Risk

* Ethical Use

e« Questions




What We Do

* Convene and advocate on behalf of communities that are sharing and using cross-sector data for good
e Connect to innovations, best practices, and research and funding opportunities that support ethical data sharing
* Consult with data sharing collaborations to build the human and technical capacity to share data and improve lives

Why We Do It

When communities bring together cross-sector data safely and responsibly, policy-makers, practitioners, and schools are
better equipped to:

Understand the complex needs of individuals and families

Allocate resources where they're needed most to improve services

Measure long-term and two-generation impacts of policies and programs

Engage in transparent, shared decision-making about how data should (and should not) be used

www.aisp.upenn.edu

AISP




The Data Integration Support Center (DISC) at WestEd provides expert integrated
data system planning and user-centered design, policy, privacy, and legal
assistance for public agencies nationwide.
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Our roles

Weare: R wearenot

Data evangelists Data holders or intermediaries

Connectors, community builders, thought
partners, cheerleaders,
and data sharing therapists

A vendor or vendor recommender

Focused on ethical data use

_ Focused on academic research
for policy change

_ 6
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Our Networks

@ Data Integration Support Center

WesteEd®.

@ Network Sites Developing Sites ‘ Intensive TA support Moderate TA support
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What we do

—

AISP (DISC )
IDS Peer Network Planning & User-Centered Design

)

Guidance & Standards Legislative Analysis

Training & Consulting External Legal Support

Advocacy & Communications Privacy

Multi-site Research System Security
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Data sharing is as relational
as it is technical.

We don’t just need to integrate
data;

we need to integrate people.
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ESSENTIAL QUESTIONS
I

What are administrative data and how are : :
A . How can lawyers contribute to the ethical
Eag  they used in integrated data systems

s o
(IDS)? use of data within IDS"
_ What are the potential legal risks and
What role do lawyers play in | a liabilities associated with integrated data
a safeguarding privacy and data protection systems that lawyers should advise their
within IDS?

clients and organization of?

_ ;
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What are administrative data”?

Administrative data

» Data collected by government
agencies in the normal course
of delivering social services
and programs

e Can also be repurposed to
support evaluation, analysis,
and research

AISP

Mdisc
Data Integration Support Center
WestEd®.

00000

Vital Statistics

Child Welfare

Early Childhood

Education
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Million Dollar
Murray

Researcher quoted extensively in
this article is Dennis Culhane,
the co-founder of AISP.

Read, Million Dollar Murray, The New Yorker, 2/13/2006

13



https://dpbh.nv.gov/uploadedFiles/A%20MillionDollarMurray.pdf
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“In the nineteen-eighties, when homelessness first surfaced as a national
issue, the assumption was that the problem fit a normal distribution: that
the vast majority of the homeless were in the same state of semi-
permanent distress. It was an assumption that bred despair: if there were
so many homeless, with so many problems, what could be done to help
them? Then, fifteen years ago, a young Boston College graduate student
named Dennis Culhane lived in a shelter in Philadelphia for seven weeks
as part of the research for his dissertation. A few months later he went
back, and was surprised to discover that he couldn’t find any of the
people he had recently spent so much time with. “It made me realize that
most of these people were getting on with their own lives,” he said.

Homelessness doesn’t have
a normal distribution, it turned out. It has a power-law distribution. “We
found that eighty per cent of the homeless were in and out really quickly,”
he said. “In Philadelphia, the most common length of time that someone
is homeless is one day. And the second most common length is two
days. And they never come back. Anyone who ever has to stay in a
shelter involuntarily knows that all you think about is how to make sure
you never come back.”




tWHEN PEOPLE
HAVE A AAAAAAN

They spend in | hospitals,
police
. o custody
& shelters
10 people + 10 homes SAVED
6 months
Housing First s
Jhink about it. upstream

Housing First is an initiative led by the United Way Saskatoon and area. Data provided by the United Way.



What is the difference?

SHARED ADMINISTRATIVE DATA SET

P
“o

Person A

Person B

Person C

Person D

p (Mdisc
A l S Data Integration Support Center
WestEd®.
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When we bring data together, we can better:

Ble [V &3 ¢-11[e M Understand the complex needs of individuals and families
Allocate éél's)vci;s;es resources where they’'re needed most to improve quality and equity of
m Measure long-term impacts of policies and programs
Engage in transparent, shared decision-making about how data should (and
Engage should not) be used

_ :
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Common Uses for Data Sharing & Integration

AISP

Indicators
&
Reporting

Analytics,
Research &
Evaluation

Operations
& Service
Delivery

Aggregate data
summaries,
dashboards and
reports

Curated, shared,
linked, and de-
identified data for
statistical
purposes

|dentifiable data
used as part of
client-level
contact or service
delivery

@ [
Data Integration Support Center

WestEd®.
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The Power & Promise of Integrated Data

s Data Brief: An Assessment of Opioid-
Related Deaths in Massachusetts
2013-2014

CHARLOTTE- e
MECKLENBURG v R

Since 2000, opioid-related deaths have oy r-L el by
H increased in Massachusetts by
Statewide e L LN
FAMILY HOMELESSNESS CEe
before with every community in
Massachusetts impacted by the current

Needs Assessment SNAPSHOT A

‘ IOWA

Early Childhood lowa

2019 2014-2015

Undersandin th couses anddendy
) g o s e e
; o oo s ke e
§ the Commonweaith of Massachusetts
has taken an unprecedented look at the
available data on opioid-related deaths.

“Every child, beginning at birth, will be healthy and
successful.”

CHAPTER 55

Chapter S5 of the Acts of 2015 (Chapter
55) was passed by the Massachusetts
Legislature and signed into law by
Governor Charfes D. Baker in August
2015. This new law permits the linkage
and analysis of different government
data sets to better understand the
opioid epidemic; guide policy
development; and help make
programmatic decisions. Importantly, in into epidemic, this effort also
marks the beginning of how government, academia, and private industry can and should collaborate to answer complex
health questions. This new model of cooperative data anslysis has the potential to become the standard in
Massachusetts and across the United States. The Chapter S5 project represents a process that should be continued,
adapted, and refined as new public health challenges and new collaborates emerge.

Tha pthcaton we: made pomiie by T Meechad Ouwwkas et Gract BTh 1o F e 16330 Wareber BITHOI0 63 00 ham e
O of Ovid Care, Adwirwmcation for Crikdoan and Familes, U 5. Dupartrmant of Wastih and Muras Sarvices s 3art of & o
tetring £2 31119 Wb O F2ared wib ree-goverrenartal aerca 15 Cortmets Mo Wil 1he epoRRERy Of e sefhan 534 33
6t nacearty oot T GFTCial e of The OFice of Crid Cav, e ASwasetrarian for Ouieren and fa rales, o e U S
Cwpariraet of Mesth and rvan o races

March 2017
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Quality Framework for IDS

Governance Data governance is the people, policies, and procedures that support how data are used
and protected.

Legal Whether data can be shared legally depends on why you want to share, what type of
information will be shared, who yvou want to share with, and how you will share the data.
Legal agreements should reflect the purpose for sharing, docurment the legal authority
to serve that purpose, and ensure that data sharing complies with all federal and state
statutes.

Technical Technical components are created to support analytics and insights that can help further
improvernents in policies, practice, and outcomes.

Capacity Data sharing capacity refers to the staff, relationships, and resources that enable an effort
to operate governance, establish legal authority, build technical infrastructure, and abowve
all else, demonstrate impact.

All components of gquality—governmance, legal agreements, technical tools, and staff
capacity—exist to drive impact.

aisp.upenn.edu o
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Legal Publications

Legal Issues for IDS Use:
Finding a Way Forward

Actionable Intelligence for Social Policy,
Expert Panel Report

Prepared by

John Petrila, Barbara Cohn, Wendell Pritchett,
Paul Stiles, Victoria Stodden, Jeffrey Vagle,
Mark Humowiecki, and Natassia Rozario

Actionable Intelligence for Social Policy,
Expert Panel Report

MARCH 2017

on, Deja Kemp, Della Jenkins,
nitez, Emily Berkowi C Burnett,
n Smith, Sharon Zanti, Dennis.

=l
EEEEw
ACTIONABLE INTELLIGENCE

FOR SOCIAL POLICY

2017

22
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How do we know?
Who decides?

Is it a good idea?
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Lawyer's Role
- ¢

E Draft, review and negotiate data sharing A Counsel clients on legal risks associated with
agreements, licenses and MOUs data sharing and integration
Provide advice and guidance on state and Defend organization from lawsuits and _
.N ‘ .“ federal laws impacting data sharing and & enforcements actions because of data sharing
integration and integration

Primarily being called on to resolve issues related to
disclosure (Access & Use)

24



FEDERAL

el @ T a) &

HMIS FERPA PRIVACY ACT HIPAA 42 CFR PART 2
Protects FERPA protects Regulates HIPAA regulates wxgqqt federal
‘information the confidentiality personally the protection mgﬁalmns
collected through of education identifiable records of individually (referred to
the Hmlalasx records. ‘maintained by identifiable health commonly as 42
Management federal agencies. information. CFR Part 2) protect
Information System ‘the confidentiality
(HMIS), under the ofa_,lm,!yul and
guidance of the substance abuse
U.5. Department of ‘treatment records.
Housing and Urban
Development
(HUD).
P
CRIMINAL & JUVENILE State iawstyplcanv govern access to criminal records,
JUSTICE RECORDS R -
MENTAL HEALTH States typically have statutory provisions governing the
RECORDS confidentiality of mental health records.
u
<
w
S : Access to Medicaid records is generally controlled by the
e A el state agency that administers the Medicaid program.
HIV LAWS Most states have special laws protecting the confidentiality
of information that may disclose a person’s HIV status.

RELEVANT LAWS

25
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Authority and Access

Unavailable Data

Data that can be shared openly, Data that can be shared, but cnly Data that cannot or should not huthurizing |Eq15|ﬂti0n for
either at the aggregate or under specific circumstances with be shared, because of legal aqencyidepartmen[
individual level, based on state appropriate safeguards in place. restriction or another reason (e.q.,

and federal law. data guality concerns).
tion
speuniC to Executive
use Order

ESTABLISHING
THE LEGAL
AUTHORITY

Contracts Policy/Rule




AISP

FOUNDATIONAL LEGAL AGREEMENTS

O

d 1
Data Integration Support Center

WestEd®.

LEGAL AGREEMENT

PURPOSE

PROCESS

SIGNATORY

Memorandum of
Understanding
MOU

Overarching
process document
signed on by all
data partners

The MOU documents the purpose
and governance process. The MOU
will be signed by all data partners
as they enter the collaboration. The
MOU references the DSA, DUL, and
relevant policies, and procedures
for data access and use.

Drafted in partnership
with legal counsel from
all participating data
partners

Lead agency/ies +
alldata partners

Data Sharing
Agreement
DSA

Agency-specific
to how data

will be used for
integration

The DSA includes the specific
terms and conditions that govern
how data are transferred, stored,
and managed when shared and
integrated. The DSA references the
MOU and the DUL. This document
is specific to data held by a data
partner.

Template is drafted

in partnership with
legal counsel from

all participating data
partners. Completed
according to specific
data assets of the data
partner. Reviewed and
updated annually, or as
agreed upon.

Lead agency/ies +
data partner

Data Use License
DUL

Data use-specific
once data has
been integrated

The DUL outlines the role and
responsibilities of the data
recipient. The DUL is often
executed after the Data Request
Form is approved. The Request
Form and/or DUL should include:
purpose, data fields, anonymization
procedures, dissemination plan,
and timeline of project completion.
A DUL must be executed prior to
data access.

Template is drafted
in partnership with
legal counsel from
all participating data
partners.

Once data request is
approved, a DUL is
executed.

Lead agency/ies +
data recipient

27




ANALYST

AGENCY

ANALYST

AGENCY

AMNALYST

We suggest agreements
that are:

 Tiered
AGENCY  Standardized but flexible

« Transparent and
comprehensible

AMNALYST
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Questions that a lawyer might help resolve...

Can a SEA share K-3 data with Head Start to evaluate efficacy of Head
Start in preparing students for school?

Could a patient’s initials or the last four digits of their SSN be
disclosed under HIPAA?

Could a health care provider share PHI with an HMIS to identify
individuals for care coordination?
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Lawyers inform on legality of use
| |

~
Indicators ';2:2:::1’ Operati_ons
& : Py & Sc?rwce
Possibility of using Reporting Evaluation Delivery Consent likely
de-identified data J
or publicly
available data

Curated, shared, |dentifiable data

linked, and de- used as part of
identified data for client-level
statistical contact or

purposes service delivery

|

Identifiers shared for limited purposes,
might be able to rely on certain

Aggregate data
summaries,
dashboards and
reports
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What are the potential legal risks of aisp Odisc
data sharing and integration?

Risk of Unauthorized Misuse

Disclosure » Data used for different
« Breaches purposes other than allowed
. Security Incidents under law and/or contemplated

« Re-identification under agreements




| | | aisp @Odisc
Financial Penalties

« Enforcement Actions

» State & Federal Investigations
 Loss of funding
* Penalties

e Cost of corrective actions
(notices, credit monitoring,
etc.)
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How can lawyers help their clients avoid

iability?
\
N\

o

Mitigate Prevent Respond

Well drafted agreements that Routine risk assessments and Investigate to determine scope
allocate risk audits & impact

Properly insured Routine legal trainings Preserve evidence

Incident Response Plans & Data Minimization & De- Work with team to ensure no
Procedures |dentification Protocols additional data loss or

unauthorized access
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How do we know?
Who decides?

Is it a good idea?




HIGH

BENEFIT

LOW

Mapping indicators to allocate
new investments to high-need
neighborhoods

' Program evaluation with
longitudinal outcomes

Unduplicated counts of children
across early childhood program

Open data initiatives
that publish aggregate
data sets

afn. .
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' Linking individual data
on wages & earnings

' Case management
algorithms

' Using “risk scores” to
target interventions

' Predictive analytics

in policing
' Tracking social media on students

Linking biometric data
' (e.g., facial recognition)
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Ethical Problems

 Erasure RESPECT FOR
PERSONS JUSTICE BENEFICENCE
* Surveillance . .
Privacy must be R'ﬁ;":ﬁﬁg'i}?;'ts Benefits must
. protected distributed outweigh risks
« Comprehension e

Undue Influence

« Coercion
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€he New HJork Times

Indian Tribe Wins Fight to Limit
Research of Its DNA

ﬁ Give this article A u Q 321

Edmond Tilousi, 56, who can climb the eight
miles to the rim of the Grand Canyon in
three hours.

Jim Wilson/The New York Times

By Amy Harmon
April 21, 2010

See how this article appeared when it was originally published on

SUPALI, Ariz. — Seven years ago, the Havasupai Indians, who live
amid the turquoise waterfalls and red cliffs miles deep in the Gran
Canyon, issued a “banishment order” to keep Arizona State
University employees from setting foot on their reservation — an
ancient punishment for what they regarded as a genetic-era
betrayal.

LUestEd@.

#lyNew York  limes Bestseller
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ELEMENTS

Not Passive or Implied

Willingly Given

Understandable

Revocable

Not Conditioned on a Benefit

No Exculpatory Language

Consent should be affirmatively given,
allowing participants to actively ask
questions and seek clarification.

The participant should have full
mental capacity to provide consent,
and consent should be given without
undue pressure, coercion, or force.
The participant should be in a position
to freely decide whether to permit
sharing data.

The information should be givenin
plain language, in terms that the
subject population understands.
Further, the process should ensure
that all risks and benefits are
disclosed.

The instrument should clearly state
that consent can be withdrawn at any
time for any purpose.

The instrument should make clear that
refusing to consent will result in no
penalty or loss of benefits.

The instrument should not contain
language that purports to waive

or appears to waive a participant’s
legal rights or appears to release the
institution or its agents from liability or
negligence.

DESCRIPTION PRACTICAL EXAMPLES

X, Opt-Outs®

¥ Allow adequate time for prior review

X, Participant sign “on the spot”
without time for review

¢ Plain language

¥ Specific

o Brief

X Broad or vague language

X Legalese

X, Lengthy and dense

X Languaget.hat.suggeststhe
consent exists in perpetuity

¥ Time-bound

¥ Clear instructions for how to revoke

or terminate consent

X Penalties or loss of benefits for
refusing to give consent

X, Release or any language that has
the effect of freeing an entity from
liability, negligence, fault, guilt, or
blame

Consent
Framework

40
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How can lawyers contribute to ethical use?

« Data minimization
- Data destruction/disposal guidelines
* Informed consent

 Ensuring data not misused or used for discriminatory
purposes
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Deja Kemp, JD

AISP Director of Legal Policy
dejak@upenn.edu

A Project of
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