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TELL US IN THE CHAT:
What do you hope to 

get out of today’s 
training?



Agenda • Introductions and Overview of 
AISP & DISC 

• Overview Administrative Data

• Role of Lawyers

• Legal Risk

• Ethical Use

• Questions
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www.aisp.upenn.edu



The Data Integration Support Center (DISC) at WestEd provides expert integrated 
data system planning and user-centered design, policy, privacy, and legal 

assistance for public agencies nationwide.
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Our roles

We are:
Data evangelists

Connectors, community builders, thought 
partners, cheerleaders, 

and data sharing therapists

Focused on ethical data use
for policy change
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We are not:

Data holders or intermediaries 

A vendor or vendor recommender

Focused on academic research 



Our Networks
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Intensive TA support Moderate TA support



What we do 
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IDS Peer Network 

Guidance & Standards 

Training & Consulting

Advocacy & Communications

Multi-site Research

AISP
Planning & User-Centered Design

Legislative Analysis

External Legal Support

Privacy

System Security

DISC



Our approach 

We don’t just need to integrate 
data; 

we need to integrate people.

Data sharing is as relational 
as it is technical. 
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ESSENTIAL QUESTIONS
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What are administrative data and how are 
they used in integrated data systems 
(IDS)?

What role do lawyers play in 
safeguarding privacy and data protection 
within IDS? 

What are the potential legal risks and 
liabilities associated with integrated data 
systems that lawyers should advise their 
clients and organization of?

How can lawyers contribute to the ethical 
use of data within IDS?



11

Administrative 
Data



What are administrative data?
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Administrative data
• Data collected by government 

agencies in the normal course 
of delivering social services 
and programs

• Can also be repurposed to 
support evaluation, analysis, 
and research



Million Dollar 
Murray 
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Read, Million Dollar Murray, The New Yorker, 2/13/2006

Researcher quoted extensively in 
this article is Dennis Culhane, 
the co-founder of AISP. 

https://dpbh.nv.gov/uploadedFiles/A%20MillionDollarMurray.pdf


Don’t worry, 
I’m not going 
to read this to 
you. 

“In the nineteen-eighties, when homelessness first surfaced as a national 
issue, the assumption was that the problem fit a normal distribution: that 
the vast majority of the homeless were in the same state of semi-
permanent distress. It was an assumption that bred despair: if there were 
so many homeless, with so many problems, what could be done to help 
them? Then, fifteen years ago, a young Boston College graduate student 
named Dennis Culhane lived in a shelter in Philadelphia for seven weeks 
as part of the research for his dissertation. A few months later he went 
back, and was surprised to discover that he couldn’t find any of the 
people he had recently spent so much time with. “It made me realize that 
most of these people were getting on with their own lives,” he said. 
Culhane then put together a database— the first of its kind—to track who was 
coming in and out of the shelter system. What he discovered profoundly 
changed the way homelessness is understood. Homelessness doesn’t have 
a normal distribution, it turned out. It has a power-law distribution. “We 
found that eighty per cent of the homeless were in and out really quickly,” 
he said. “In Philadelphia, the most common length of time that someone 
is homeless is one day. And the second most common length is two 
days. And they never come back. Anyone who ever has to stay in a 
shelter involuntarily knows that all you think about is how to make sure 
you never come back.”
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What is the difference? 
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SHARED ADMINISTRATIVE DATA SET Person A

Person C

Person B

Person D



When we bring data together, we can better:
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Understand the complex needs of individuals and familiesUnderstand

Allocate resources where they’re needed most to improve quality and equity of 
servicesAllocate

Measure long-term impacts of policies and programsMeasure

Engage in transparent, shared decision-making about how data should (and 
should not) be usedEngage 



Common Uses for Data Sharing & Integration
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Aggregate data 
summaries, 

dashboards and 
reports

Curated, shared, 
linked, and de-

identified data for 
statistical 
purposes

Identifiable data 
used as part of 

client-level 
contact or service 

delivery

Indicators 
& 

Reporting

Analytics, 
Research & 
Evaluation

Operations 
& Service 
Delivery



The Power & Promise of Integrated Data
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What do lawyers 
have to do with this?



Quality Framework for IDS

21aisp.upenn.edu



Legal Publications
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Why: 
The Four 
Questions
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Lawyer’s Role
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Draft, review and negotiate data sharing 
agreements, licenses and MOUs 

Provide advice and guidance on state and 
federal laws impacting data sharing and 
integration

Defend organization from lawsuits and 
enforcements actions because of data sharing 
and integration

Counsel clients on legal risks associated with 
data sharing and integration

Primarily being called on to resolve issues related to 
disclosure (Access & Use)



State & 
Federal 
Laws
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Authority and Access 
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How: 
The Legal 
Agreements
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We suggest agreements 
that are:

• Tiered
• Standardized but flexible
• Transparent and 

comprehensible
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Questions that a lawyer might help resolve…

Can a SEA share K-3 data with Head Start to evaluate efficacy of Head 
Start in preparing students for school?

Could a patient’s initials or the last four digits of their SSN be 
disclosed under HIPAA?

Could a health care provider share PHI with an HMIS to identify 
individuals for care coordination?
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Lawyers inform on legality of use
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Aggregate data 
summaries, 

dashboards and 
reports

Curated, shared, 
linked, and de-

identified data for 
statistical 
purposes

Identifiable data 
used as part of 

client-level 
contact or 

service delivery

Indicators 
& 

Reporting

Analytics, 
Research 

& 
Evaluation

Operations 
& Service 
DeliveryPossibility of using 

de-identified data 
or publicly 

available data

Consent likely

Identifiers shared for limited purposes, 
might be able to rely on certain 

exceptions



31

Legal Risks



What are the potential legal risks of 
data sharing and integration?
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Risk of Unauthorized 
Disclosure

• Breaches
• Security Incidents
• Re-identification

Misuse
• Data used for different 

purposes other than allowed 
under law and/or contemplated 
under agreements



Financial Penalties
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• Enforcement Actions
• State & Federal Investigations
• Loss of funding
• Penalties
• Cost of corrective actions 

(notices, credit monitoring, 
etc.)



How can lawyers help their clients avoid 
liability?

Mitigate
Well drafted agreements that 
allocate risk
Properly insured
Incident Response Plans & 
Procedures

Prevent
Routine risk assessments and 
audits
Routine legal trainings
Data Minimization & De-
Identification Protocols

Respond
Investigate to determine scope 
& impact
Preserve evidence
Work with team to ensure no 
additional data loss or 
unauthorized access
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Ethical Use



Why: 
The Four 
Questions
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2. IS THIS 
ETHICAL?  
 

Social License, 
Risk v. Benefit 
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Ethical Problems
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• Erasure
• Surveillance 
• Comprehension
• Undue Influence
• Coercion 



Racial Equity 
& Consent
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Consent 
Framework
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How can lawyers contribute to ethical use?

• Data minimization

• Data destruction/disposal guidelines

• Informed consent

• Ensuring data not misused or used for discriminatory 
purposes

41



42

Questions?
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Closing 
Reflections
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TELL US IN THE CHAT:
What is one thing you are 
taking away from this training 
today?
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Thank you.

Deja Kemp, JD

AISP Director of Legal Policy 
dejak@upenn.edu

mailto:dejak@upenn.edu
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