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Records Retentionin Integrated
Data Systems: Factors for Success

An organization must consider several key factors when developing a
records retention program. These include four essential building blocks
crucialto the program’s success. Properly maintaining documentation on
these building blocks willnot only provide context for decision-making but
also serve as areference pointwhen decisions are made.

Specific questions foreach building block are provided below to facilitate
athorough evaluation; encourage thoughtful consideration; and ensure
that your programis comprehensive, compliant, and effective.

DatalInventory

Arecordsretention program specifies how long data are kept and where
andinwhat format they are stored. To ensure successfulimplementation,
beginwith athorough datainventory thatidentifies all of the datain the
integrated data system (IDS). Acomprehensive datainventory ensures
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referstothe practices
around storing data
afterthey are collected.
Retention policies detail
how long, where, andin
what format datarecords
should be stored. Retention
periods may be based on
state oragency archiving
requirements aswell as
when specific dataneed to
beusedorreported.
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that all partners have access to the sameinformation.
It also serves as afoundationaltoolinlater steps for
organizinglaws enumerating contractual provisions
and ensuring compliance with standards.

¢ Isthe datainventory organizedin a way that
allows each contributing partner to clearly iden-
tify the data they provide to the IDS?

A comprehensive datainventory willinclude details
onthe source of the data element, including
information on how the data element was origi-
nally collected. These types of details allow data
contributors to clearly identify the data provided
by theiragency and provide additional clarification
onappropriate retention.

e Isthe purpose and utility of stored dataand
their alignment with the IDS’s mission
clearly understood?

Alldata storedinthe IDS should have a docu-
mented purpose and use to mitigate potential risks
and protect the individuals represented by the
datafrom possible harm. Aligning data elements or
categories of datawiththe IDS’sresearch agenda
questions orobjectivesis an effective way to
documentandrecord how the data support the
overall mission of the IDS.

Federal, State, and Local Laws
and Regulations

Because the privacy lawsin the United States are
sectoral, itis crucialto consider the sources of datato
ensure that allrelevant laws are accounted forin the
recordsretention program. The datainventory canbe
leveraged to map each data element to the corre-
sponding federal, state, andlocalregulations. Data
owners fromthe IDS contributing partners are likely
more familiar with the regulations applicable to their
data; thus, leveraging their expertise asresources

canhelpinidentifyingrelevantlaws and regulations
more effectively.

Besidesleveraging staff from contributing agencies,
seek support fromyourlegal counsel. Provisions
related to the retention of data may beincludedin
open-recordslaws, consumer protectionlaws, or
even otherstate agencyregulations. Legal counsel
canassistindetermining whetherthose laws apply to
the data withinthe IDS.

e Arerelevantlaws at the federal, state, andlocal
levels mapped to all collected data, including
vague provisions such “aslong as necessary”?

Clearlyidentifyingrelevant laws associated with
each type of data provides the minimum require-
ments forarecordsretention program. Evenvague
references such as “minimum necessary” or “as
long asnecessary” provide guidelines forthe
development of arecordsretention program.

e What state processes or procedures apply to
agencies’ recordsretention?

Depending onthe structure of the IDS, different
agencyrecordsretention policies and procedures
may be applicable. Additionally, the state archive
agency may offer guidelines and templates and
support public agenciesinthe development of
theirrecordsretention programs.

e What state agencies are responsible for the
retention or destruction of data within the IDS?

Becauseinformationandtechnology assets are
closelyalignedinanlIDS, a state’s centralized
informationtechnology department may have
authority over the retention and destruction of
data. Additionally, as more states fill Chief Data
Officerpositions, there might be additional regu-
lations, policies, oradministrative procedures that
are applicable to the datawithinthe IDS.
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Contractual Provisions

Legalagreements, such as contracts, memorandums
of understanding, data sharing agreements, and
terms of service, ofteninclude provisionsrelated to
dataretention. Review written agreements carefully,
and consider provisions in the context of the partners
providing data and the data catalogedinthe data
inventory. Rely onlegal counsel tointerpret contrac-
tual provisions and determine applicability.

e Whatis expectedtohappentothe dataafteran
agreementis terminated?

Contractual provisions may require that data

be deleted orreturned upon termination of the
agreement. Alternatively, contractual provisions
may dictate limitations on the use orretention of
datafollowing the termination of the agreement.
Furthermore, contractual provisions may require
certification orverification of the deletion, which

shouldbeincludedintherecordsretentionprogram.

Standards

Intoday’s digital age, inwhichvastamounts of data
are generated and exchanged across various plat-
forms, standards serve as the backbone of effective
datamanagement, ensuring thatinformationis accu-
rately shared, securely stored, and readily accessible
whenneeded. Standards provide the essential
framework forinteroperability, data quality, and
compliance, which are criticalin facilitating seamless
communication between disparate systems.

Datasystems are often built aligned with national secu-
rity and privacy standards. Common standardsinclude
the NationalInstitute of Standards and Technology
(NIST), the Centerforinternet Security (CIS), and the
Federal Risk and Authorization Management Program
(FedRAMP). Such standards typically encompass
requirements for the retention and deletion of data
aligned with the particular framework.

Considerwhetherthere are additional standards
thatthe IDS might want to align with and the steps
necessary to meet those standards. These may take
the form of data quality, metadata, interoperability,
orevenindustry-specific standards. Seek support
fromtechnologists andinformation security experts
onyour staff. Those experts can provide additional
contextandinformation onthe requirements of these
standards toinformyourrecordsretention program.

e Doesthe standard currently inuse by the data
systeminclude any procedures or controls for
retention or deletion?

Many national standardsinclude protocols for
specific types of data. Forexample, NIST has
requirements forthe protection of controlled
unclassifiedinformation. Leverage the datainven-
tory to determine how to apply standards to types
of data or categories of data to identify additional
requirements forarecordsretentionprogram.
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The Data Integration Support Center (DISC)
at WestEd s available to support yourneeds
inthe development of arecordsretention

program. DISC offerstechnical assistance to

public agencies free of cost-Forms of technical
assistance that can be provided by DISC include
the following:

e assessingthe alignment of IDS data with
applicable federal laws

curating privacy and security resources and
tools online for public agencies

consulting strategically to ensure the records
retention program aligns with the needs of
your state

Resources

The following are some readily accessible sites that
provide informative and usefulresources to consult as
organizations develop orrefine the records retention
programforan|DS:

e Findinga Way Forward: How to Create a Strong Legal
Framework for Data Integration. Thisresource from
Actionable Intelligence for Social Policy addresses
legal considerations to establishing cross-sector
dataintegrationandis avaluable toolin establish-
ingthelegal framework foranIDS. It canbe used
to assistintheidentification of federal, state, and
locallaws and regulations relevant to yourrecords
retention program.

e Developing Effective Data Policies and Processes.
This guide from the State Longitudinal Data
Systems (SLDS) Grant Program describes the
differences between data policies and processes,
aswellas the stepsnecessary fordeveloping
strong data policies and forimplementing them
effectively. Thisresource canbe used as a starting
point forthe development of arecords retention
policy andrelated processes.

e Balancing the Scale of Student Data Deletion and
Retentionin Education. Although thisresource from
the CenterforDemocracy & Technology focuses
onstudentdata, it contains practicalresources
that canbe adapted foranyrecordsretention
program, including samples of aretention policy, a
datainventory template, and a deletion certificate.


https://aisp.upenn.edu/wp-content/uploads/2022/06/AISP_Finding-A-Way-Forward_Final_6.16.2022.pdf
https://aisp.upenn.edu/wp-content/uploads/2022/06/AISP_Finding-A-Way-Forward_Final_6.16.2022.pdf
https://aisp.upenn.edu/
https://slds.ed.gov/#communities/data-governance/publications/18418
https://cdt.org/wp-content/uploads/2019/03/Student-Privacy-Deletion-Report.pdf
https://cdt.org/wp-content/uploads/2019/03/Student-Privacy-Deletion-Report.pdf
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e SLDSRecordRetentionand Data Destruction. Developed by
the SLDS Grant Program, the State Support Team (SST), and
the Privacy Technical Assistance Center (PTAC), this guide
discusses considerations that SLDS programs should make
when crafting their policies and shares some characteristics
of effective policies. It also covers common challenges
related torecordsretention and data destruction that policies
should address.

e BestPractices forData Destruction. Thisresource from PTAC
provides an overview of various methods for disposing of
electronic data and discusses how these methodsrelate to
legalrequirements and established best practices for protect-
ing studentinformation.

The content of this publication was derived from the webinarRecord Retention and
Integrated Data Systems, hosted by the Public Interest Privacy Center (PIPC)in
partnership with the Data Integration Support Center (DISC) at WestEd.
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http://www.wested.org
https://www.youtube.com/watch?v=8E_sHL9t2Sg
https://www.youtube.com/watch?v=8E_sHL9t2Sg
https://slds.ed.gov/services/PDCService.svc/GetPDCDocumentFile?fileId=41274
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Best Practices for Data Destruction %282019-3-26%29.pdf
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