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Add to the chat:

 Name & organization

* On a scale of 1-10, how much is data,
or questions about data, part of your
regular work?

 If you could have a job for exactly 1
week, and not a day more, what would
it be?
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" Do the numbers
d speak for
themselves?

What stories can data tell us about our communities?

How can data be used to share power?
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Data can tell stories and build power

with communities

COLORECTAL CANCER SCREENING

What story can

these data tell

and how can it s 5.
support equity?

Hmong 46.4% ©
N = 3962

Somali 30.1% &
N =8 187

Spanish 45 4% ©
N=17.857

Vietnamese 67.2% &
N=5187

0%  10% 20% 30% 40% 50% 60% 70%

Represents 95% confidence interval Rate

M COMBUNITY MEASUREMENT | MINMESOTA HEALTHCARE DISPARITIES BY RELC | RELEASED OCTOBER 2023

80%

90% 100%

Patients who prefer to speak English,
Hmong, Somali, Spanish, or
Vietnamese make up 59% of the
eligible population for the Colorectal
Cancer Screening measure.

Compared to the statewide average
for Colorectal Cancer Screening,
patients who prefer to speak:

l Hmong, Somali, or Spanish have
significantly lower rates of
screening.

T English have significantly higher
rates.
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2. Analysis suggests that CCCF’s MOUD program
was successful in reducing overdoses among
individuals leaving the jail.

B Non-participant

. 4. A racial imbalance in who received
M Program participant

treatment was evident.

Among a subset of individuals incarcerated in the
facility who had an opioid-use diagnosis based

on hospital records, 10.0% of MOUD program
participants and 14.5% of non-participants had

an overdose 180 days after a jail release, and
12.8% of program participants and 18.2% of
non-participants had an overdose within 365 days
of release. Based on multivariable regression
analyses, program participants were 41.2% less
likely to experience an overdose within 180 days
of a jail release and 38.5% less likely to experience
an overdose within 365 days. Program participants 1
were also less likely to have more than one
overdose within one year of jail release.

Whereas 37.2% of incarcerated individuals who
may have been eligible for treatment based on the
Clinical Opiate Withdrawal scale were of Black, non-
Hispanic race, 26.7% of those receiving treatment in
the CCCF were of similar race. Individuals of White,
non-Hispanic race were more likely to participate

in the MOUD program, representing 55.6% of
participants despite comprising 44.4% of those
who were potentially eligible. This imbalance may
have resulted from bias on the part of jail staff or
race differences in experiences and preconceptions
that may lead some people to be less amenable to
Number of prior ODs program participation.

Evaluating the Camden County Correctional Facility’s Medications for Opioid Use Disorder Program


https://www.camdencounty.com/wp-content/uploads/2023/10/moud-evaluation-report-v3.pdf
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@ UNACCOMPANIED YOUTH

Empowering Change:

The Charlotte-Mecklenburg Youth
Action Board’s Journey to End Youth
Homelessness - Mecklenburg County —
Housing & Homelessness Dashboard

(mecklenburghousingdata.org)

CHARLOTTE-MECKLENBURG

YOUTH ACTION BOARD

In 2022, they co-planned a 2022 youth-focused PIT
Count. The Count was named “Reach One, Teach
One,” because it aimed to “give a voice to youth
experiencing homelessness — a population that is
often hesitant to share their housing status and
experience homelessness in ways that differ from the
traditional perception of sleeping on the street.”

In addition to enumerating youth experiencing
homelessness that fall within the federal
definition of the U.S. Department of Housing and
Urban Development (HUD), “Reach One, Teach
One” also engaged youth who experienced other
forms of homelessness, collecting information to
inform local efforts to combat youth
homelessness.

“Reach One, Teach One” also helped raise
awareness of the issue of youth homelessness in
Charlotte-Mecklenburg. In 2023, the YAB supported
the development of the youth questions that were
included in the 2023 unsheltered PIT survey.
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https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319
https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319
https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319
https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319
https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319
https://mecklenburghousingdata.org/frontpage-article/empowering-change-the-charlotte-mecklenburg-youth-action-boards-journey-to-end-youth-homelessness/?ct=YTo1OntzOjY6InNvdXJjZSI7YToyOntpOjA7czo1OiJlbWFpbCI7aToxO2k6ODM1O31zOjU6ImVtYWlsIjtpOjgzNTtzOjQ6InN0YXQiO3M6MjI6IjY1MTU1Y2I2MDY0ZGI4NTQ2NDM1MTUiO3M6NDoibGVhZCI7czo1OiIxODE3NiI7czo3OiJjaGFubmVsIjthOjE6e3M6NToiZW1haWwiO2k6ODM1O319

How do those stories share, or aisp Odisc
withhold, power from community?

Share Power With Withhold Power From

« Populations in the data are » Data collected from people and
iIncluded throughout the data re-used without context or
life cycle, especially while co-created purpose
planning

« Questions and collection, - Analyses reinforce harms,
data use and dissemination retraumatize, or SiphOn
serve Community-defined resources
need
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AISP Administrative data use
cases

How are data currently used by your client or in your
organization?

_ 8




Key Terms

®
ull ' | @ l i
A l S P Data Integration Support Center
T WestEd®.

Examples:

Administrative Data: Data
collected during the routine
process of administering
programs.

Administrative Data Reuse:
Using administrative data in a way
not originally intended, e.g., for
research.

Program eligibility, enroliment, use
Demographic, location info
Medical claims

Taxation and work records

Vital records

Criminal justice and involuntary
engagement
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« Simple Excel sheet with two
linked datasets

 One number asked by an
Executive

« Validating data quality and
reliability

NCDHHS Data Sharing Guidebook



https://www.ncdhhs.gov/about/administrative-offices/data-office/data-sharing-guidebook

Administrative
Data Reuse:
Examples

Research

Program Evaluation What cases have you
Budget Planning encountered recently?
Equity Analysis

Community power building and power sharing

11



Requestor for
Data Access and Use

Data sharing and integration needed to...

Questions to Guide
Data Request Pathways

Epidemiologist with ...Evaluate the health outcomes related to a local policy
local Health that has been implemented Operational
Department
Epidemiologist ...Better understand effects of county-based
P 08 ty Operational

within NCDHHS DPH

restrictions on rates of infection

Community
Collaborative

...Better understand population-level outcomes for NC
residents

If a strategic partner,* this would
be operational. If not, this could
be a public record request.

Community
advocate

...Better understand the lived experiences of NC
residents

If a strategic partner,* this would
be operational. If not, this could
be a public record request.

Department of
Justice and DHHS
Attorney

..address a legal matter

Legal purposes

Consulting vendor

..Complete the terms of their service agreement to
conduct work on behalf of NCDHHS

Operational

Legislative Staffer

...Better understand current problem for draft
legislation

Legislative request

Program evaluator

..Evaluate the effectiveness of a program

If a strategic partner,* this would
be operational. If not, this could
be a public record request.

Director of a large
regional non-profit

..Better understand the backgrounds, experiences, and
future outcomes of service recipients

If a strategic partner,* this would
be operational. If not, this could
be a public record request.

Business unit
leadership

...Better understand cross-enrollment between
programs

Operational

Internal audit for
Office of Internal
Auditor

..Conduct an audit

Audit purposes

State audit for Office
of State Auditor

...Conduct an audit

Audit purposes

University-based

...Better understand whether certain characteristics or

experiences are predictive of later outcomes Research

researcher

Deputy Director of ...Better understand policy levers to improve outcomes

another state with a population by incorporating outcome data from | Operational
department NCDHHS for predictive models

Media outlet ..Inform the public of an emerging public health issue | Public records request

Staffer at the
Governor's
Office

..Draft a strategy to target new investments in X for
the residents who are most in need of support

As a strategic partner,* this
would be operational.

aisp Odisc

Data Integration Support Center

WestEd®.

Use Case
Examples from NC

DHHS

See Appendix for questions to quide data request pathways,

NCDHHS Data Sharing Guidebook

12



https://www.ncdhhs.gov/about/administrative-offices/data-office/data-sharing-guidebook
https://www.ncdhhs.gov/about/administrative-offices/data-office/data-sharing-guidebook

Administrative Data Reuse can

describe a population
 Bias

Otherwise, studies or
use cases reflect a
sample.

THE ENTIRE THE DATA You USE
Consent POPULATION

Considerations:
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What is a correct match? AISP @dlsc
What is an incorrect match?

Boece Syl T——r Linked data also

Adelia Jenkins Della Jenkins A. Jenkins involves corre ct|y
Amy Hawn Amy Hawn Nelson Amy Nelson m atC h i n g dCross
Erin Jimenez Aaron Jimenez Aaron Jimenez sySte m s Wi t h d iffe ri n g
- , identifiers
Abigail Aguilar-Morales Abbey Perez-Morales Abbie Perez

e Critical to understand the

Lei Chan Li Chen Lei Chen
quality of data, identifiers,
ZsaShane Saint James Zsashane St. James Zsa Shane James . .
and matching algorithm
Katie Smith Katherine Smith Kate Smith
Salim Abu Nadal Salime Nadal S Abu Nadel
Liu Yang Chiyuan Liu-Yang Chih Yuan Liu Yuan
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AISP The Law +
Data Life Cycle

How does the law impact the use of data across the
data life cycle, if at all?
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Steps of the Data Lifecycle
¢

Planning — Guide all future work, including ensuring a
legal and ethical framework

Collection —Gathering information to inform the study
of a program, policy, or problem

Access — Practices regarding who can securely
obtain, view, or use data; when it can be used; and for
what purpose

Use of Tools — Quantitative and software tools that
data into information

Analysis — Data are explored to develop findings,
interpretations, and conclusions

Dissemination — Findings from the data are
communicated internally or externally

Centering Racial Equity Throughout Data Integration (AISP)

We’ll focus on the legal impacts for items in light blue 16


https://aisp.upenn.edu/wp-content/uploads/2022/07/AISP-Toolkit_5.27.20.pdf
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Steps of the Data Lifecycle

Collection — Privacy, security

Access — Consent, HIPAA,
FERPA, etc.

Dissemination — Ensure no
re-identification: “small cell
rules”

17
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Key Terms
G

HIPAA Privacy Rule

De-ldentified Data: De-identification Methods
» Data in which personally I
identifiable information is pert :
removed et Safe Harbor
e g‘:;";:[ﬂ;;?l"] \ § 164.514(b)(2)
« Commonly relied upon for
administrative data re-use Apply statistical or Removal of 18 types of
_ scientific principles identifiers
 NOT covered by HIPAA Privacy
Rule; Data Use Agreement, BAA AT T T——
nOt reqU|red anticipated recipient residual information can

\mum identify ind’hl"aduai/ identify individual

Methods for De-identification of PHI | HHS.qov _ 18



https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html
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Includes zip codes, dates of
service, and re-coded
(scrambled) medical record
numbers

* is PHI
* is NOT de-identified
» regulated by HIPAA privacy rule
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FEDERAL
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HMIS FERPA PRIVACY ACT HIPAA 42 CFRPART 2
Protects FERPA protects the Requlates HIPAA requlates Stringent federal
information canfidentiality of persanally the pratection regulations
collected through education records. identifiable records of individually (referred to
the Homeless maintained by identifiable health commaonly as 42
Management federal agencies. information. CFR Part 2) protect
Information System the confidentiality ™
(HMIS), under the of aleohaol and
guidance of the substance abuse
U.S. Department of treatment records.
Housing and Urban
Development (HUD).
) |
m
E=
= varies by law and
=
-
CRIMINAL & JUVENILE State laws typically govern access to criminal records, r
JUSTICE RECORDS such as arrest records, and juvenile justice records, b
such as juvenile court files. =
w |
MENTAL HEALTH RECORDS States typically have statutory provisions governing T h d f | | I h H d H f H b I
the confidentiality of mental health records. e e au t ru e IS t at I entl Ia e
MEDICAID RECORDS Access to Medicaid records is generally controlled by the . .
state agency that administers the Medicaid program. d | S CI OS ed u n I eSS CO n Se nt | S
obtained, or an enumerated
HIV LAWS Most states have special laws protecting the

confidentiality of information that may
disclose a person's HIV status.

purpose or exception exists.

Yes, No, Maybe? Legal & Ethical Considerations for Informed Consent in Data Sharing and Integration

(AISP) 20



https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf

» FERPA

» HIPAA

BL g

>0 ¢ ® |

School Official: Perform an institutional service or
function that an employee would otherwise perform (34
CFR §§ 99.3Wa)1). 99.7(aX3){iii))

Studies: Conduct a study to develop, validate, or
administer tests, aid programs, or improve instruction
(34 FR § 99.3alB))

Audit & Evaluation: Audit or evaluate

a federal or state education program
(34 CFR §§ 99.31a)3), 99.35)

TPO (Treatment, Payment, Operations):
Treatment, payment, and health care operations
activities (45 CFR 164.502)

Public Health Activities: Preventing or controlling
disease, preventing child abuse and neglect, FDA
monitoring, preventing communicable diseases,
medical surveillance for work-related injuries and
public health authorities (45 CFR 512{f))

Health Oversight: Legally authorzied health
oversight activities, including audits and
investigations necessary for oversight of the
health care system and government benefit
programs (45 CFR 512(a))

Research: For research if IRB approves a waiver of
authorization or in preparation for research if certain
elements are met. (45 CFR 502(d)and 164.514(aHc))

Serious Threat to Health or Safety: To avert
serious threat to health or safety (45 CFR 512(j))

i .
aisp Odisc

WestEd®.

Key
Exceptions
to Consent

Yes, No, Maybe? Leqgal & Ethical
Considerations for Informed
Consent in Data Sharing and
Integration (AISP)

21



https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
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Consent vs. Authorization

CONSENT AUTHORIZATION
The Privacy Rule allows, but does not require, consent The Privacy Rule requires authorization to disclose PHI
to share PHI for treatment, payment, and health care for purposes not otherwise allowed by the Rule.”

operations.'

Covered entities that elect to use consent have An authorization has specific elements (requirements
complete discretion to design a process that best include description of PHI, purpose for disclosure,
suits their needs.® person authorizing disclosure, expiration date, etc.) that

must be included to comply with HIPAA or there is arisk
of disclosing information without proper permission.™

Yes, No, Maybe? Legal & Ethical Considerations for Informed Consent in Data Sharing
and Integration (AISP) 22



https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf

Consent: What counts?

Figure 3: FERPA Elements for Consent
A—I Required elements of the written consent under FERPAZ include:

- Signature and date - Description of the records that may be disclosed

(O~ I « The purpose of the disclosure - The name of the party or class of parties to whom
the disclosure may be made

Figure 4: HIPAA Elements for Authorization

« Description of the PHI to be used or « The purpose of the disclosure

disclosed
- Expiration date or event

- Name of the person or persons

authorized to make the disclosure - Signature and date

- Identity of the party or class of parties + Statements that include: 1) a right to
to whom the disclosure may be made revoke consent; 2) assurances that
treatment, payment, and enrollment
« Description of the records that may eligibility are not affected; and 3) risk
be disclosed of redisclosure

Yes, No, Maybe? Legal & Ethical Considerations for Informed Consent in Data Sharing and 23
Integration (AISP)



https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf
https://aisp.upenn.edu/wp-content/uploads/2023/05/Consent-Brief-Appx.pdf

Data Access by Type

Data access generally refers to practices regarding who can securely
obtain, view, or use data; when it can be used; and for what purpose.

OPEN DATA RESTRICTED DATA UNAVAILABLE DATA

Data that can be shared Data that can be shared, but Data that cannot or should
openly, either at the only under specific not be shared, either

aggregate or individual level, circumstances with because of state or federal
based on state and federal appropriate safeguards law, lack of digital format
law. These data often exist in in place. (paper copies only), or data
open data portals. quality or other concerns.




BENEFIT

LOW

Mapping indicators to allocate
new investments to high-need
neighborhoods

' Program evaluation with
longitudinal outcomes

Unduplicated counts of children
across early childhood program

Open data initiatives
that publish aggregate
data sets

afn. .
aisp Odisc

WestEd®.

’ Linking individual data
on wages & earnings

' Case management
algorithms

’ Using “risk scores” to
target interventions

Predictive analytics
’ in policing

@ Tracking social media on students

Linking biometric data
’ (e.g., facial recognition)
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Questions to Guide
Data Request Pathways

1. Does the request support work in alignment with strategic priorities of NCDHHS?
If yes or no, proceed to Q2. Note that requests may be prioritized based upon alignment with
priorities.

2. Is this an operational request—related to ongoing work of NCOHHS—that supports
business intelligence with a NCDHHS Division or Office, department and/or strategic partner
(under current agreement with NCDHHS), including local Offices?
Is this request for data from a specific Division/Office? If yes, contact that Division/Office directly
(See Guidebook, pg.6). Does this request involve data from multiple Divisions/Office? If yes, please
contact dataoffice@dhhs.nc.gov. And see the Operational Data Request Form.

If no, proceed to Q3.

3. Is this request for research purposes??
If yes, are you DPH staff? You may need to submit an application to DPH IRB.
If yes, are you working in collaboration with NCDHHS staff or a consultant of NCDHHS for research
purposes? If yes, Institutional Review Board review and approval may be required. Contact
dataoffice@dhhs.nc.gov.
If no, proceed to Q4.

4. Is this request for audit purposes, including the NCDHHS Office of the Internal Auditor (Ol1A), the
NC Office of the State Auditor (OSA), or NC Office of State Budget and Management?
For QIA, right of data access for audit purposes is reinforced by NCGS § 143B-216.50 and the OIA
Charter. OlA shall have access to any records, data, or other information of the Department the
Internal Auditor believes necessary to carry out the Internal Auditor's duties.

If yes, but not OIA, contact the applicable Division Director, Data Owner, and/or Designee for approval,

as well as the NCDHHS Privacy and Security Office and OIA, before fulfilling the data request.
If no, proceed to Q5.

Data Sharing Guidebook | NCDHHS

5. Is this a Public Records Request for Data Access and Use?

¥ M Is this reguest for a nonprofit or community-based organization without a
current agreement with NCDHHS?

¥ M Is this request from a media source?

¥ M Is this request from a commercial entity that is not operational (See Q1)?

If ves to any of the above questions, then this is a Public Records Request.

¥ M Does the Public Records Request involve any analysis? (e.g. any data
manipulation beyond a data system query of existing record that is held within
NCDHHS servers)

If ves, data access is permissible but not required. NCDHHS is required to produce data as it

exists at the time of the request but is not required to create data.

If this is a Public Records Request, contact public.records@dhhs.nc.gov.
If no, proceed to Q6.

6. Is this a legislative request?
Y N Is this request from or on behalf of a legislative member, committee, or Division
(e.g. the Fiscal Research Division)?
If yes, contact DHHSlegislativeaffairs@dhhs.nc.gov.
If no, proceed to Q7.

7. Is this a request related to legal affairs?

¥ N Is this request related to a subpoena, court order, discovery, litigation,
investigation?

¥ M Are you making a request on behalf of the NC Department of Justice?

¥ M Are you making this request on behalf of a legal team?

If yes, contact the relevant Legal Counsel
If no, proceed to Q8.

8. Does this request involve interdepartmental data sharing (beyond NCDHHS) related to children and

youth?
Y M Is this request related to children age birth-57 If yes, contact ECIDS,
https://www.ecids.nc.gov/ecids/ecids/researchers/datarequests
¥ M Is this request related to the integration of Early Childhood Data, Student Data,
and Workforce Data? If yes, contact ELDS, through GDAC,
https://it.nc.gov/services/data-analytics/nc-government-data-analytics-center
If no, proceed to Q9. 28


https://www.ncdhhs.gov/about/administrative-offices/data-office/data-sharing-guidebook
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