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TELL US IN THE CHAT:
What do you hope to 

get out of today’s 
training?
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Agenda • Introductions and Overview of 
AISP & DISC (3 minutes)

• Disclaimer & Roadmap (2 minutes)

• Nuts & Bolts of FERPA (25 minutes)

• Nuts & Bolts of HIPAA (25 minutes)

• Questions  (5 minutes)
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www.aisp.upenn.edu



The Data Integration Support Center (DISC) at WestEd provides expert integrated 
data system planning and user-centered design, policy, privacy, and legal 

assistance for public agencies nationwide.

State
Policymakers

Critical Data Collection

Resource
Needs Knowledge Gaps

Equitability

Cross-sector
Data

TransparencyIntegration Efforts

5



Our roles

We are:

Data evangelists

Connectors, community builders, 
thought partners, cheerleaders, 

and data sharing therapists

Focused on ethical data use
for policy change
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We are not:

Data holders or intermediaries 

A vendor or vendor recommender

Focused on academic research 



Our Networks

7

Intensive TA support Moderate TA support



What we do 
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Peer Network 

Guidance & Standards 

Training & Consulting

Advocacy & Communications

Actionable Research

AISP
Planning & User-Centered Design

Legislative Analysis

External Legal Supports

Privacy

System Security

DISC



Our approach 

We don’t just need to integrate 
data; 

we need to integrate people.

Data sharing is as relational 
as it is technical. 
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When we talk about IDS, 
what do we mean?

We’re talking about the whole person, not 
tech solutions
Efforts that link administrative data 
across sectors or agencies and over time
Efforts that curate data that are relevant 
and high-quality
Efforts that serve as a public utility
(not research for research’s sake)
Efforts that have defined governance 
structures (data only used for approved 
uses)
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When we bring data together, we can better:

• Understand the complex needs of individuals and families

• Allocate resources where they’re needed most to improve 
quality and equity of services

• Measure long-term impacts of policies and programs

• Engage in transparent, shared decision-making about how 
data should (and should not) be used
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LEGAL 
DISCLAIMER

• Not Legal Advice

• Training will only cover
federal law

• Laws change, this is based on 
the law at the time of the training

• Consult your general counsel for 
specific legal questions

12



Road Map
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Legal Publications
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2017 2022 2023

https://aisp.upenn.edu/resource-article/finding-a-way-forward-how-to-create-a-strong-legal-framework-for-data-integration/


Why: 
The Four 
Questions
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State & 
Federal 
Laws
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https://aisp.upenn.edu/resource-article/finding-a-way-forward-how-to-create-a-strong-legal-framework-for-data-integration/


ESSENTIAL QUESTIONS
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What is FERPA and how does it impact data 
sharing and integration?

What types of data does FERPA protect?

How can you work with student data without 
consent?

What types of data does HIPAA protect?

How can you work with health data without 
consent?

What is HIPAA and how does it impact data 
sharing and integration?



NUTS & BOLTS OF 
FERPA
Sean Cottrell
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What is FERPA?

Family Educational Rights Privacy Act 
(20 U.S.C. §1232g & 34 CFR Part 99)

Protects the confidentiality of education records 

Guarantees parents and eligible students certain rights 
over their education records 

19



What does FERPA 
protect?
Personally identifiable 
information (PII) 
in education records
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What is “PII”?
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Personally identifiable 
information that is linked or 
linkable to a specific student 
(34 C.F.R. § 99.3)

Includes Direct & Indirect 
Identifiers  

Direct Indirect

Name Place of Birth

Unique Identification 
Numbers Race

Address Religion 

Date of birth Weight



What is an “education record”?
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Directly related to the student Maintained by (or on behalf of) 
an educational agency or 
institution

20 U.S.C.A. § 1232g(a)(4)(A)(i)-(ii)



What is an 
“education 
record”?

23

Source: National Center for School Safety

https://www.nc2s.org/wp-content/uploads/2022/07/A-Quick-Guide-to-Information-Sharing-During-Threat-Reporting-Assessment.pdf


Directory Information

24

Examples of Directory Information

• student’s name
• address
• telephone listing
• email address
• photograph
• date and place of birth 
• major field of study 
• grade level
• dates of attendance, 
• participation in sports, 
• awards and honors,
• most recent school or district attended

PII that would not be considered an 
invasion of privacy or harmful if 
disclosed
Schools must provide notice about 
what items are “directory information”
Parents can opt out
Directory information is shared for 
things like yearbooks, PTO, class 
rings, scholarship directories
(34 C.F.R. § 99.3)



When can someone other than a parent 
or eligible student access PII?
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Consent Exception



How do I get consent under FERPA?
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How can I work with student data from 
education records without consent?
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PII can be shared without consent to….• Properly de-identified 
or Aggregate data

• School Official 
• Audit & Evaluation
• Studies



De-identification Techniques
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Redaction
Suppression
Blurring
Masking
Subsampling

No required 
de-identification 
technique under 

FERPA



Who is a 
“school 
official?”

• Performs a service/function that 
an employee for the school 
would otherwise perform

• Is under the direct control of the 
school/district pertaining to 
records

• Legitimate educational interest
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Teachers, counselors, 
principals, attorney, 
accountants, etc. are all “school 
officials” under FERPA

34 CFR §§ 99.31(a)(1), 99.7(a)(3)(iii))



What is the “audit & evaluations” 
exception?
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*Written agreement requiredData can be shared 
without consent with 
“authorized 
representatives” to:

• Audit or evaluate a federal or 
state education program

• Enforce or comply with federal 
legal requirements

(34 CFR §§ 99.31(a)(3), 99.35) 



What is an “education program”?
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Any program principally 
engaged in providing 
education

Examples of an “Education Program”

• early childhood education
• elementary and secondary education
• postsecondary education
•  special education
•  job training
•  career and technical education
• adult education
• any program administered by an 

educational agency or institution

(34 C.F.R. § 99.3)



What is the “studies” exception?
Data can be shared without consent to conduct studies for or 
on behalf of schools, school districts, or postsecondary institutions

Studies must be for the purpose of:
• Developing, validating, or administering predictive tests
• Administering student aid programs
• Improving instruction

32(34 CFR §§ 99.31(a)(3), 99.35) 

Does the study have to be initiated by the education unit? NO!

Does the unit have to agree with the findings? NO!
Written agreement 

required



REMEMBER

33

There is no “operational 
use” exception under 
FERPA

There is no “research 
exception” under FERPA



How do these 
exceptions 
work in the 
data sharing 
world?

34



35

Decision 
Matrix



NUTS & BOLTS OF 
HIPAA
Deja Kemp
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What is HIPAA?

Health Insurance Portability and Accountability Act (Public Law 104-191. 42 U.S.C. §1320d

The Privacy Rule (45 CFR § §160, 164) 

The Security Rule: 45 CFR Part 160 and Subparts A and C of Part 164; 

The Enforcement Rule: 45 CFR Part160 Subparts C, D, and E.

Protects the confidentiality of individual health information

Gives patients a right to access their records 
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What does HIPAA 
protect?
Protected Health Information 
(PHI) that is created or 
received by a covered entity
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What is a “covered entity”?

• health plans

• health care clearinghouses

• health care providers who electronically transmit any health 
information in connection with transactions for which HHS has 
adopted standards.

(45 CFR § 160.103)

39
(45 CFR § 160.103)



What is a “covered entity”?
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Source: Covered Entities and Business Associates | HHS.gov

https://www.hhs.gov/hipaa/for-professionals/covered-entities/index.html


What is “PHI”
Individually identifiable health 
information held or transmitted 
by a covered entity or its 
business associate (45 CFR § 
160.103)
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What is “individually identifiable health 
information”?
Information, including demographic data, that relates to:

• the individual's past, present or future physical or mental health or condition,

• the provision of health care to the individual, or

• the past, present, or future payment for the provision of health care to the 
individual,

• and that identifies the individual or for which there is a reasonable basis to 
believe it can be used to identify the individual.
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(45 CFR § 160.103)



Who is a “business associate?”

Performs a function/activity that involves the use of PHI 
(legal, actuarial, accounting, consulting, data 
aggregation, administrative, financial, management, 
accreditation) 

An employee is NOT a business associate

43
(45 CFR § 160.103)



What is NOT covered under HIPAA?

De-identified & 
Aggregate Data

Education Records (ie. 
School Health Records)

Employment Records 
(Employee benefits)

PHI shared with non-
covered entities (Mobile 

Health App)

44
(45 CFR § 160.103)



When can someone other than 
a patient access PII?
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Permission 
(Authorization or Consent)

Permitted or required use 
(exception)



How do I get permission under HIPAA?
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How do I get authorization under HIPAA?
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How can I work with health data without 
consent?
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PHI can be shared without authorization 
for….

• De-identified or Aggregate 
Data

• TPO (Treatment, Payment, 
Operations)

• Public Health Activities
• Health Oversight
• Research
• Avert Serious Threat to 

Health or Safety



Limiting Uses and Disclosures to the 
Minimum Necessary
A covered entity must make reasonable efforts to use, 
disclose, and request only the minimum amount of 
protected health information needed to accomplish the 
intended purpose of the use, disclosure, or request.

49
(45 CFR 164.502(b), 164.514(d))



De-Identified & Aggregate Data
Under HIPAA, health information is de-identified if it does 
not identify an individual and if the covered entity has no 
reasonable basis to believe it can be used to identify an 
individual

50(45 CFR 164.514(a))



Methods for 
De-
identification
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Source: https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-
identification/index.html#standard

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard


Safe Harbor

52

PHI can be used without 
consent using the 
Safe Harbor Method, which 
involves the removal of 18 
identifiers

18 identifiers that must be removed under Safe Harbor:

1. Names
2. Account numbers
3. Biometric identifiers
4. Certificate and License numbers
5. Dates, such as discharge dates, 

except the year
6. Device identifiers and serial 

numbers
7. Email addresses
8. Fax numbers
9. Full face photos and comparable 

images

10. Geographic data, including 
geographic units, formed

11. Health plan beneficiary numbers
12. Internet protocol addresses
13. Medical record numbers
14. Social Security numbers
15. Telephone numbers
16. Vehicle identifiers and serial 

numbers, including license 
plates

17. Web URLs
18. Any unique identifying number 

characteristic or code

Could a patient’s initials or the 
last four digits of a SSN be 

disclosed under Safe Harbor?
No!



EXPERT DETERMINATION 

A method of identification where an expert applies statistical 
and scientific principals to determine that the risk of 
identification is very small and justifies that determination with 
documentation (45 CFR 164.514(b))
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Who is an “expert”?
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A person with appropriate 
knowledge of and experience with 
generally accepted statistical and 
scientific principles and methods for 
rendering information not 
individually identifiable.

There is no specific professional 
degree or certification program for 
designating who is an expert at 
rendering health information 
de-identified.

Source: https://www.hhs.gov/hipaa/for-
professionals/privacy/special-topics/de-
identification/index.html#standard

(45 CFR 164.514(b)(1))

https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard


LIMITED DATA SET
Limited data sets may include only 
the following identifiers: Dates, 
such as admission, discharge, 
service, and date of birth, city, state, 
and zip code (not street address), 
age.

• Limited data set IS PHI.

• De-identified data ≠ 
Limited Data Set

• Needs a Data Use Agreement
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A Limited Data Set MUST exclude the 
following identifiers:

• Names
• Postal address information, other than town or 

city, State, and zip code
• Telephone numbers
• Fax numbers
• Electronic mail addresses
• Social Security numbers
• Medical record numbers
• Health-plan beneficiary numbers
• Account numbers
• Certificate and license numbers
• Vehicle identifiers and serial numbers, including 

license plate numbers
• Device identifiers and serial numbers
• Web Universal Resource Locators (URLs)
• Internet Protocol (IP) address numbers
• Biometric identifies including fingerprints and 

voice prints
• Full-face photographic images and any 

comparable image
(45 CFR 164.514(e)(1))



Treatment, Payment & Operations (TPO)
Treatment
•Provision, coordination, or management of health care and related services for a patient (includes 
consultation, referrals) (45 CFR § 164.506)

Payment
•Obtain payments, premiums, determine coverage and provision of benefits, obtain 
reimbursement for health care (45 CFR § 164.506)

Health care operations
• quality assessment and improvement activities, performance evaluation, credentialing, and accreditation; medical reviews, audits, 
or legal services, and compliance programs;  insurance functions, such as underwriting, risk rating, and reinsuring risk; business 
planning, development, management, and administration; and administrative activities (de-identifying protected health information, 
creating a limited data set, and certain fundraising for the benefit of the covered entity) (45 CFR § 164.506)
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PUBLIC HEALTH ACTIVITIES

Public Health 
Surveillance

Preventing Child Abuse 
or Neglect

Quality, safety or 
effectiveness of a 
product or activity 

regulated by the FDA

Persons at risk of 
contracting or spreading 

a disease

Workplace medical 
surveillance
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Note: Many state 
laws restrict/do not 
allow PHI to be 
shared for these 
activities.

(45 CFR § 164.512)

PHI can be disclosed without consent to public health authorities and 
certain individuals for: 



What is a Public Health Authority?

An agency or authority of a federal, state, local, 
territorial or tribal government that is responsible for 
public health matters as part of its official mandate 
(includes agents and contractors of the public health 
authority)

58(45 CFR § 164.501)



Health Oversight Activities

59

PHI can be disclosed to 
Health Oversight Agencies 
for oversight activities of:

1. The health care system
2. Eligibility determinations for 

government benefit programs
3. Compliance with government 

regulatory programs
4. Compliance with civil rights 

laws where PHI is necessary to 
determine compliance

Oversight Activities can include:

• audits
• civil, administrative, or criminal 

investigations
• inspections
• licensure or disciplinary actions;
• civil, administrative, or criminal 

proceedings or actions

45 CFR § 164.512(d)



Research

In preparation for research
(45 CFR § 164.512(i)(2))

Institutional Review Board (IRB) approval of waiver of 
authorization
(45 CFR § 164.512(i)(1))

Research on Decedents 
(45 CFR § 164.512(i)(3))
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PHI can be shared without consent…



Research Distinctions
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Source: https://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf 

https://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf


Serious Threat to Health or Safety

PHI can be shared to prevent a serious and imminent 
threat to a person or the public, when disclosure is 
made to someone they believe can prevent or lessen 
the threat (including the target of the threat)

62(45 CFR § 164.512(j))



How do these exceptions work in the data 
sharing world?

63

Source:  https://www.hhs.gov/sites/default/files/exchange_treatment.pdf
https://www.hhs.gov/sites/default/files/exchange_health_care_ops.pdf

https://www.hhs.gov/sites/default/files/exchange_treatment.pdf
https://www.hhs.gov/sites/default/files/exchange_health_care_ops.pdf


Example Use Case
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Source: https://www.networkforphl.org/wp-content/uploads/2022/10/DASH_NPHL-
Pathways_to_Yes-FINAL-PDF.pdf

https://www.networkforphl.org/wp-content/uploads/2022/10/DASH_NPHL-Pathways_to_Yes-FINAL-PDF.pdf
https://www.networkforphl.org/wp-content/uploads/2022/10/DASH_NPHL-Pathways_to_Yes-FINAL-PDF.pdf


Decision 
Matrix
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Questions?
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Closing 
Reflections



TELL US IN THE CHAT:
I used to think
_______________
but now I think 
_______________.
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Copyright and Boilerplate copy here.A Project of

Thank you.

Deja Kemp, JD

AISP Director of Legal Policy 
dejak@upenn.edu

Sean Cottrell

DISC Director
scottrel@wested.org 

mailto:dejak@upenn.edu
mailto:scottrel@wested.org

	Federal Privacy Basics:�FERPA 101 & HIPAA101
	�TELL US IN THE CHAT:�What do you hope to get out of today’s training?�
	Agenda
	Slide Number 4
	Slide Number 5
	Our roles
	Our Networks
	What we do 
	Our approach 
	When we talk about IDS, �what do we mean?
	When we bring data together, we can better:
	LEGAL DISCLAIMER
	Road Map
	Legal Publications
	Why: �The Four Questions�
	State & Federal �Laws
	ESSENTIAL QUESTIONS
	NUTS & BOLTS OF FERPA
	What is FERPA?
	What does FERPA protect?
	What is “PII”?
	What is an “education record”?
	What is an “education record”?
	Directory Information
	When can someone other than a parent or eligible student access PII?
	How do I get consent under FERPA?
	How can I work with student data from education records without consent?
	De-identification Techniques
	Who is a “school official?”
	What is the “audit & evaluations” exception?
	What is an “education program”?
	What is the “studies” exception?
	REMEMBER
	How do these exceptions work in the data sharing world?
	Decision Matrix
	NUTS & BOLTS OF HIPAA
	What is HIPAA?
	What does HIPAA protect?
	What is a “covered entity”?
	What is a “covered entity”?
	What is “PHI”
	What is “individually identifiable health information”?
	Who is a “business associate?”
	What is NOT covered under HIPAA?
	When can someone other than �a patient access PII?
	How do I get permission under HIPAA?
	How do I get authorization under HIPAA?
	How can I work with health data without consent?
	Limiting Uses and Disclosures to the Minimum Necessary
	De-Identified & Aggregate Data
	Methods for De-identification
	Safe Harbor
	EXPERT DETERMINATION 
	Who is an “expert”?
	LIMITED DATA SET
	Treatment, Payment & Operations (TPO)
	PUBLIC HEALTH ACTIVITIES
	What is a Public Health Authority?
	Health Oversight Activities
	Research
	Research Distinctions
	Serious Threat to Health or Safety
	How do these exceptions work in the data sharing world?
	Example Use Case
	Decision Matrix
	Questions?
	Closing Reflections
	�TELL US IN THE CHAT:�I used to think�_______________�but now I think _______________.
	Thank you.

