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The Data Integration Support Center (DISC) at WestEd provides expert 

integrated data system planning and user-centered design, policy, privacy, 

and legal assistance for public agencies nationwide.
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Our roles

We are:

Data evangelists

Connectors, community builders, 
thought partners, cheerleaders, 

and data sharing therapists

Focused on ethical data use
for policy change
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We are not:

Data holders or intermediaries 

A vendor or vendor recommenders

Focused on academic research 



Our Networks

Intensive support Moderate support



Our approach 

We don’t just need to integrate 
data; 

we need to integrate people.

Data sharing is as relational 

as it is technical. 
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SPEAKERS​

CHRIS ALIBRANDI O’CONNOR, ESQ.​
is an attorney who provides legal and management consulting services to non-profits and 

governmental agencies in the public health arena. Her areas of expertise include health 

data privacy laws and legal issues around Tribal Epidemiology Centers’ and Tribes’ access 

to health data from federal, state, and local public health agencies. Previously she was a 

Deputy Director at the Network for Public Health Law, HIPAA Privacy Officer, legal 

services attorney, and community organizer. ​

SARAH SHEWBROOKS, MPH​
is an DCU Director and Lead Epidemiologist at the Great Plains Tribal Epidemiology 

Center (GPTEC), part of the Great Plains Tribal Leaders’ Health Board. GPTEC provides 

epidemiological support and data services to the 18 tribal communities in North Dakota, 

South Dakota, Iowa, and Nebraska. Before joining GPTEC in 2018, Sarah served 7 years 

in the US Air Force as a Signals Analyst before pivoting into public health. She received 

her Bachelor of Public Health from University of Colorado-Denver, her Master of Public 

Health from the University of Edinburgh and is currently a Johns Hopkins Bloomberg 

Doctor of Public Health Fellow focusing on violence at the Johns Hopkins Bloomberg 

School of Public Health.​
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Not Legal Advice

Nothing offered in this presentation is legal advice, should be 

treated as legal advice, should be relied upon as legal advice,        

or even smells like legal advice. When the history of legal advice is 

written, what you hear today will not appear, as it is not legal   

advice. When your mother asks you tonight what you learned at 

work today, the proper answer will be “not legal advice, Mom!”, 

followed by whatever recounting of the following information        

you wish to give, which, while instructive and hopefully            

relevant and helpful to your work, is, nonetheless,                                

not legal advice.
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What We Will Cover today:

● American Indian / Alaska Native healthcare

● Tribal Data Sovereignty and public health for Tribes 

● Tribes and Tribal Epidemiology Centers and their public 

health authority

● Key barriers to Tribes’ and TECs’ access to public health data

● How a TEC’s use of data slowed a syphilis epidemic
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Your input, please:

● what questions do you have?

● what's on your mind about today's topic? 
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This publication was supported by IHS Cooperative Agreement Number, U1B1IHS0007. The views expressed in this written materials or publications and by speakers and moderators do not necessarily 
reflect the official policies of the Department of Health and Human Services; nor does mention of trade names, commercial practices, or organizations imply endorsement by the U.S. Government.
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The Public Health Authority of Tribes and

Tribal Epidemiology Centers​:

The legal bases



POLL QUESTION:

Does your jurisdiction disclose (share)  

public health data to a Tribal Public Health 

Authority or Tribal Epidemiology Center?
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What is public health authority / power?​

The legal ability to further public health by using tools such as

● data collection

● scientific research

● laws and regulations

● enforcement

● community-engaged processes, and

● the many methods of sharing information and guidance 

with those who need it.​
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Who or what has public health authority?

And on what legal basis?

Tribes CDC

States, 

counties, 

municipalities

Tribal 

Epidemiology 

Centers

Inherent 

sovereign 
authority

Public Health 

Service Act, 
Section 361,   

42 USC 264(a)

State/municipal 

laws​

42 USC 1621m

https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-2012-title42-section264&num=0
https://www.govinfo.gov/content/pkg/USCODE-2023-title25/html/USCODE-2023-title25-chap18-subchapII-sec1621m.htm


Tribal Epidemiology Center Powers
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“In consultation with and on the request of Indian tribes, tribal organizations, and urban 

Indian organizations, each Service area epidemiology center ... shall -

(1) collect data relating to, and monitor progress made toward meeting, each of the 

health status objectives of the Service, the Indian tribes, tribal organizations, and urban 

Indian organizations in the Service area; ...​

(3) assist Indian tribes, tribal organizations, and urban Indian organizations in identifying 

highest-priority health status objectives and the services needed to achieve those 

objectives, based on epidemiological data;...​

(6) provide requested technical assistance to Indian tribes, tribal organizations, and 

urban Indian organizations in the development of local health service priorities and 

incidence and prevalence rates of disease and other illness in the community; and​

(7) provide disease surveillance and assist Indian tribes, tribal organizations, and 

urban Indian communities to promote public health.​”                           42 USC 1621m

https://www.govinfo.gov/content/pkg/USCODE-2023-title25/html/USCODE-2023-title25-chap18-subchapII-sec1621m.htm
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HIPAA and Public Health Data 

Sharing



Health privacy laws are designed to balance

the sharing of

health information
with

protecting the privacy 

of the person whose 

health information it is



Health Information Portability and Accountability Act 
(HIPAA)*
Sets national standards for privacy and security for health information.

Gives us certain rights regarding our health information.

HIPAA Privacy Rule**

regulates how and when our PHI (protected health information)            
can be shared - with and without our express authorization -
by HIPAA “covered entities”.
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* Pub. L. 104-191

** 45 CFR Part 160 Subparts A and E of Part 164



HIPAA Privacy Rule

General requirement: Patient’s consent needed before 

his/her/their PHI can be used or shared by HIPAA covered 

entities.

BIG exceptions:

● For treatment, payment, or operations, 45 CFR 164.506(c)

● For public health activities, 45 CFR 164.512(b)
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Remember: If the agency disclosing data is not a covered 

entity, HIPAA doesn’t apply.



(1) A covered entity may use or disclose protected health information for 

the public health activities and purposes described in this paragraph to:

Permitted Uses and Disclosures for Public Health Activities*
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*45 CFR 164.512(b)

(i) A public health authority that is authorized by law to collect or 

receive such information for the purpose of preventing or controlling disease, 

injury, or disability, including, but not limited to, the reporting of disease, injury, 

vital events such as birth or death, and the conduct of public health surveillance, 

public health investigations, and public health interventions; or, at the direction of 

a public health authority, to an official of a foreign government agency that is 

acting in collaboration with a public health authority;...



Recognized as public health authorities under HIPAA​:

● Tribes 45 CFR 164.501 Definitions: public health authority

● TECs 25 U.S.C. 1621m(e)(1)
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https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.501
https://www.govinfo.gov/content/pkg/USCODE-2023-title25/html/USCODE-2023-title25-chap18-subchapII-sec1621m.htm
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Key Barriers to Data Access of Tribes and TECs



Law-Related Barriers:

● Tribe/TEC legal authority not understood / recognized​

● applicable laws misapplied (HIPAA)

● inapplicable laws applied (Freedom of Information Act)​

State laws may limit disclosure of data​, even if for public 

health activities.
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Thank you.

Time for some Q & A
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Chris@caoc.consulting

Sarah.Shewbrooks@gptchb.org



Share your thoughts
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Take a quick 
Workshop Survey

For more trainings, visit: 
https://disc.wested.org/

https://www.research.net/r/DISC-AISPLegalProfessionalsWorkshops
https://disc.wested.org/disc-aisp-legal-professionals-workshops/

