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As artificialintelligence (Al) gains momentum in the public sector,
agencies arerecognizing the need to assess theirreadiness before
launching Al initiatives. Public agencies face unique
challengesinadopting Al technologies: mandates

to protect sensitive data; ethical obligations;

and citizen expectations for quality, cost-

effective services. Successrequires

careful planning and evaluation of

capabilities, limitations, andrisks.

This brief presents the Alreadiness assessment
framework developed by WestEd’s Data
Integration Support Center (DISC) to help
agencies evaluate theircapacity for Al

implementation. The framework examines four
key areas: organizational value, infrastructure 0 -

and architecturereadiness, privacy and
security, and datareadiness and governance.

Through systematic examination of these areas,
agencies can make informed decisions about

proceeding with Alinitiatives andidentify areas
needing further development. -

Before adopting any Al initiatives, organizations should
considerseveral factors. DISCrecommends havingaclear
understanding of therisks, governance, benefits, challenges,

staffing, training, and specific use cases for the organization.
Additionally, DISC offers support to public agenciesinfacilitating
discussions and forming strategies to create a strong foundation for Al
implementation.
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The Importance of Use Cases
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Public agencies must develop use cases before conducting an Alreadiness assessment. This foundational step
ensures that thereadiness assessment focuses onthe agency’s actual needsratherthan abstract possibilities.
Formore guidance ondeveloping effective Al use cases, referto “Establishing Clear Use Cases for GenAlin
Integrated Data Systems.” Public agencies that need support with this prerequisite step can contact DISC,
whichfacilitates use case development sessions. To learnhow use cases translate into practice, review
“Building a Secure Generative Artificial Intelligence Environment for Research Use,” which details WestEd’s

implementation experience.

The Importance of an Al Readiness Assessment

AnAlreadiness assessment provides acomprehensive
review of the agency’s current capabilities, infrastructure,
datalandscape, and governance practices foraspecific
Alinitiative. Thisapproach ensures that eachuse case
receives appropriate scrutiny based onits unique
requirements, stakeholders, and challenges.

ConductinganAlreadiness assessment delivers key
benefits:

e STRATEGIC ALIGNMENT: Determines whetherthe
Alinitiative effectively addresses the identified need
and supports organizational objectives.

e GAPIDENTIFICATION: Reveals weaknessesin
capabilities, infrastructure, ordatareadiness,
and provides aroadmap forimprovement before
proceeding with the Alinitiative.

e STAKEHOLDERENGAGEMENT: Builds shared
understandingamong business users, information
technology (IT) staff, dataowners, andlegal experts,
andincreases support forthe Alinitiative.

e RESOURCEOPTIMIZATION: Guides effective
allocation of staff time and public funds to the areas
requiring the most attention andinvestment forthe Al
initiative.

The assessmentisboth pointintime and use case
specific. Asagencies address gaps and capabilities
evolve, new assessments will help determine if their
positionhasimproved. Eachinitiative requires separate
evaluation because of unique technical requirements,
stakeholderneeds, andimplementation challenges.

This strategic approach enablesinformed decision-
making, risk mitigation, andresponsible and sustainable
Aladoptioninthe public sector.
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https://disc.wested.org/resource/building-a-secure-generative-artificial-intelligence-environment-for-research-use/
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g Key Area: Organizational Value

Assessing organizational value determines whetheran
Alinitiative aligns with agency priorities and delivers
meaningful benefits. This evaluation helps decision-
makers understand theinitiative’s potentialimpact and
feasibility withinthe agency’s operational context.

StrongAlinitiatives demonstrate the following:

e CLEAR,MEASURABLEBENEFITS inoperational
efficiency, cost savings, or service delivery, such as
reduced processing time orimproved accuracy.

e FINANCIALIMPACT throughbothdirect cost
savings andindirect benefits suchas enhanced
decision-making orincreased productivity. Return
oninvestment calculations offerone method for
evaluating theseimpacts.

e STRATEGIC ALIGNMENT with the agency’s mission
and priorities, ensuring that the Alinitiative supports
broaderorganizational goals.

Determining the value of an Alinitiative requires
evaluating several organizational and operational factors.
Successfulimplementation often depends as muchon
stakeholderbuy-inand change managementasitdoes
ontechnical execution. Agencies should assess their
level of organizationalreadiness forchange, including the
following factors:

Return onInvestment
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e BUSINESS COMPLEXITY: Complexityincludes
theinvolvement of new processes, the scope of
changesto current processes, and the number of
affected staff and departments. More complex
initiatives likely will involve significant resources and
pose greaterrisks, requiring careful evaluation of
organizational capacity forchange.

e OPERATIONAL CRITICALITY: Initiatives affecting
critical operations such as public safety or financial
transactions may require more stringent controls
and oversight. The scale of deployment (e.g., pilot
project, department-wide, oragency-wide) also
influencesresource andriskmanagementand
mitigation needs.

e AIMODELSOURCING: Thisfactorincludes
evaluating the agency’s approach foracquiring or
developing the AImodel, whetheritis creating the
modelinhouse, usingmachine learning platforms,
orleveraging Al-as-a-Service (AlaaS) vendors.
Each approachhasimplications for organizational
capabilities, cost, timeline, andrequired expertise.

Organizational value assessment ensures that Al
initiatives deliver meaningful benefits while remaining
feasible withinthe agency’s operational context. By
evaluating both theinitiative’s potential value and
organizationalreadiness forchange, agencies can
make informed decisions about proceeding with Al
investments.

When calculatingreturnoninvestment for Alinitiatives, agencies should consider both quantitative returns

(such as staff hours saved orreduced errorrates) and qualitative benefits (such asimproved service quality or
enhanced decision-making). The calculation weighs the total expected benefits against all costs, including

implementation, training, maintenance, and staff time.
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E Key Area: Infrastructure and Architecture Readiness

Determininginfrastructure and architecture readiness
includes evaluatingwhetheranagency’s technical
foundation can support Aldevelopment, deployment,
and maintenance. Technically ready agencies
demonstrate the following characteristics:

e COMPUTATIONAL SCALABILITY: The agency’s
server capacity and cloudreadiness canhandle
Alworkloads without compromising existing
operations.

e SYSTEMINTEGRATION CAPABILITY: The
established enterprise architecture can support Al
solutionintegration while maintaining overall system
stability.

e DATAINFRASTRUCTURE MATURITY: The data
infrastructure is wellunderstood and operationally
capable of supporting Al storage, processing, and
retrievalrequirements.

e DOCUMENTATION STANDARDS: Cleararchitectural
documentationincludes diagrams, data flows, and
system configurations for the proposed Al solution.

Creating Critical Documentation

Additionalinfrastructure readiness factorsinclude the
following:

e EXTERNALDATAINTEGRATION: Theinfrastructure
has the capacity toincorporate high-volume data
from external sources with varying formats and
refresh frequencies.

e SUSTAINABILITY PLANNING: Documented plans
addresslong-termyviability, including startup costs,
staffing requirements, ongoing maintenance,
licensing, and training considerations.

e TECHNICALLY READY STAFF: The agency has
adequate personnel with appropriate skills for
model development, data quality management, and
system maintenance. (See “Maintaining a Secure Al
Environment: Resource Considerations” fordetailed
guidance.)

Agencies with mature technical architectures are better
positioned to support Alinitiatives while maintaining
operational stability and system performance.
Comprehensive assessment through cross-team
collaborationensures that agencies canidentify and
addresstechnical gapsbefore Alimplementation.

Documentation serves as critical evidence of infrastructure and architecture capabilities during an Alreadiness
assessment. Without properarchitectural documentation, agencies cannot effectively demonstrate their

technicalreadiness. Therefore, agencies should prioritize creating this documentation before proceeding with

the assessment.


https://disc.wested.org/wp-content/uploads/2025/07/DISC_MaintainingSecureAIEnviron_062625_ADA-Final.pdf
https://disc.wested.org/wp-content/uploads/2025/07/DISC_MaintainingSecureAIEnviron_062625_ADA-Final.pdf
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/7 é\ Key Area: Privacy and Security
N

Data privacy and security require careful evaluation
whenimplementing Al initiatives within public agencies.
Althoughmost agencies already have established
security programs, Al technologiesintroduce new
considerations that may require enhancements and
updates to existing controls. Privacy- and security-ready
agencies demonstrate the following characteristics:

e COMPREHENSIVEDATA PROTECTION: The agency
has established processesforsafely extracting,
processing, and securing data throughout the
Allifecycle with Privacy by Design principles

embeddedinallinitiatives.

e OPERATIONALMONITORING: Comprehensive
security management capabilitiesinclude
patch management, security assessments of Al
components,incidentresponse for Al-related
events, and accurate inventories of all Al
implementations.

e RISK-BASED DATAHANDLING: Theagencyhasa
selection of encryption, data masking, orenhanced
controls forunmasked sensitive databased on
initiative requirements.

e TAILORED SECURITY CONTROLS: Security
measures are tailored to the sensitivity level of the
databeingused, from standard protections for
masked data to enhanced controls forunmasked
sensitive information.

e THIRD-PARTY SECURITY MANAGEMENT: When
using AlaaS orexternal vendors, the agency has
established processes forevaluating vendor privacy
and security capabilities, ensuring that they meet the
same standardsrequired forinternal development,
and providing ongoing monitoring of vendor
compliance.
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Beyond these core capabilities, agencies must also
address several operational and policy considerations
that support secure Alimplementation. Additional
privacy and security readiness factorsinclude the
following:

e ACCESSANDAUTHENTICATION CONTROLS:
The agency hasrole-based access permissions
and secure authenticationinfrastructure with
comprehensive logging.

e POLICY AND COMPLIANCE ALIGNMENT: Updated
privacy policies address Al-specific requirements
and establish processes forevaluating regulatory
compliance (Family Educational Rights and Privacy
Act, HealthInsurance Portability and Accountability
Act, etc.).

¢ PRIVACYIMPACT ASSESSMENTS: These
assessments are conductedinternally or obtained
fromvendors toidentify and mitigate privacy risks.

e STAFFTRAINING AND TRANSPARENCY: The agency
providesrole-appropriate security training and
clearcommunicationabout Alusage processes and
approvedtools.

By assessing privacy and security elements, public
agencies canbetterunderstand theirreadinessto
implement Alinitiatives securely and responsibly. The Al
readiness assessment helpsidentify gaps that shouldbe
addressed before proceeding with Al initiatives, ensuring
that appropriate safeguards arein place to protect
sensitive dataand maintain public trust.


https://www.onetrust.com/blog/principles-of-privacy-by-design/
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Key Area: Data Readiness and Governance

Datareadinessinvolves two mainthemes:

e DATAAVAILABILITY AND COMPLETENESS: having
comprehensive datainventories and access to all
necessary data sources for the Al initiative

e DATA QUALITY AND ACCURACY: ensuring that
dataare accurate, complete, unbiased, and
representative of the specific Alinitiative

Public agencies should demonstrate that they have
allthe datathe Alinitiative needs and that these data
meet quality standards forthe Alreadiness assessment.
Agencies can meet thisrequirement by maintaining
comprehensive datainventories and metadata systems
that catalog, define,and document the data. Agencies
may alsoimplement data quality test plans—such as tests
that determine whetherdata are in properformats and
relationship tests that evaluate logical consistency—to
ensure that the databeing consumed and processed

by the Alinitiative pass standards. In addition, agencies
can establishongoing processes foraccuracy detection
andreview, with clear protocols that detailwho conducts
reviews, how frequently the reviews occur,and how
issues are addressed. These processes must be well
communicated across the organization so all staff
understand theirrolein maintaining both data quality and
datacompleteness.

Ensuring Data Completeness

Similarly, governance involves two themes:

e DATA GOVERNANCEFRAMEWORK: establishing
organizational structures and processes for
managing data throughout the project’slifecycle

e POLICY AND COMPLIANCEMANAGEMENT:
developing policies forresponsible/ethicaluse and
ensuring compliance withlegalrequirements

The Alreadiness assessment asks public agencies to
demonstrate that they have the organizational structures
and policiesinplace to manage dataresponsibly,
including the following elements:

e formaldatagovernance practiceswith clearly
definedroles, responsibilities, and decision-making
processesfordatamanagement

e centralized management of data qualityissues,
including processes foridentifying, tracking, and
resolving problems across all datadomains

e responsible/ethicaluse policies that define
principles and standards for Aldevelopment and
deployment, addressing fairness, transparency, and
human oversight

e compliance withstate and federallawsregarding
data, Al, privacy, and security, including
thorough reviews of how legal frameworks affect
organizational Al efforts

e Algovernancestructures, eitheras part of existing
data governance functions oras standalone
governingbodies, to ensure that Al risks are
identified, mitigated, and managed effectively
throughout the Alinitiative lifecycle

Ensuring data completenessrequires examining systematic gapsin data collection across time periods,
geographic areas, and demographic groups. Agencies serving diverse populations must ensure adequate
representation, including data fromurban and rural communities and alldemographic groups as well as data
thataccount forseasonalvariations foryear-round services. I[dentifying and addressing these gaps is essential

forfairand accurate Alimplementations.



Mdisc

Data Integration Support Center

SPOTLIGHT
Assessing Organizational Readiness for Al

Conclusion and Recommendations

DISC’s Alreadiness assessment framework provides
public agencieswith a systematic approach to evaluate
theirpreparedness across four key areas: organizational
value, infrastructure and architecture readiness, privacy
and security, and datareadiness and governance. This
use case-specific, point-in-time assessment enables
agenciestoidentify gaps, developimprovementplans,
and make informed decisions about Alinvestments.

Assessment outcomesvary significantly among
agencies. Some may beready to proceedimmediately,
others may need to address specific gaps, and some may
require foundational capability development. Eachresult
providesvaluable strategic information for planning Al
investments andresource allocation.

Public agencies should conduct comprehensive
readiness assessments before launching Alinitiatives.
This proactive approach helps agencies avoid
implementation challenges, optimize resource
investments, andincrease the likelihood of successful
Aldeployment that serves citizens effectively while
maintaining trust and accountability.

Agenciesinterestedinapplying this framework can
contact DISC forassistance withuse case development
and Alreadiness assessmentimplementation.
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How DISC CanHelp

DISC at WestEd can facilitate productive conversations and assist in the development of an Al strategy for
anorganization’sintegrated data system (IDS). DISC offers technical assistance to public agencies free of
cost, including the following services:

training agency leadership and/or staffin conducting neutral, external assessments of the
generative Al best practices maturity of the IDS andits capacity to support

- . : andscale Altechnologies
providing expertise on the scope and variety of

Altools to support dataintegration efforts facilitating structured discussions to develop a

. foundation forthe use of Alinthe IDS
developinguse cases thatleverage Altools and

aligningthose use cases to the state’s strategic
priorities

Formoreinformation on the Al services offered by DISC, visit disc.wested.org/focus-areas/ai/.
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