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el \What key clarifications were provided in the most recent guidance?

1 GENERAL-24-129 clarifies how different regulatory frameworks— ¢ whenwrittenagreements are required

QUESTION

specifically the Family Educational Rights and Privacy Act (FERPA)
andthe HigherEducation Act (HEA)—apply to the use of protected
information from FAFSA.

Inparticular, the guidance outlines the following information:

o whenandhowFAFSA datacanbeusedforresearchand
transactional purposes

« whichregulatory authority (FERPA or HEA) governs specificuse
cases

e whenconsentisnecessaryfordatasharing
what types of third-party uses are permissible
This clarification helpsinstitutions and agencies betterunderstand

thelegalboundaries andresponsibilitiesinvolved inaccessing and
sharing FAFSA data.

( See Table QI: FSA Requirements and Allowable Use Cases. )

How do we determine whether HEA, FERPA, or the federal Privacy Act of

1974 applies to our use case?

According to GENERAL-24-129, which privacy provision applies
depends primarily on the source of the data, how they are
maintained, and which entity controls the FAFSA data being
accessed ordisclosed:

e HEA:Appliestodatareceiveddirectly from Federal Student
Aid’s (FSA) National Student Loan Data System (NSLDS) orany
federal systems, including data submitted through FAFSA and
related application materials.

e FERPA: Generally applies to data that are maintained by an
educationalinstitution, including student records created or
received by theinstitution and directly related to a student.

e FederalPrivacy Act(5U.S.C.§552a): Governs personally
identifiable information (Pll) under direct control of federal
agencies,including ED’s FAFSA systems and databases such as

NSLDS. The actlimits disclosure of records to scenarios outlined
in “routine use” statements published inthe Federal Register.
Itdoesnottypically govern SGAs orIHEs directly unless they
receive FAFSA data directly from ED systems.

e Federal TaxInformation (FTI): Governed separately under
the Internal Revenue Code (IRC) § 6103. FTIsharingis strictly
prohibited outside of specifically authorized Internal Revenue
Service (IRS)-related functions and disclosures. FTlis
explicitly excluded from general FAFSA data use discussions
in GENERAL-24-129. (Referto Electronic Announcement
GENERAL-23-34 forFTldetails.)

( See Table Q2: FAFSA Data Use by Regulation. )
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Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Cande-identified data be shared with researchers without an

“appropriate use case”?

Not exactly. Properly de-identified FAFSA data (through which
individual students cannot beidentified) are generally not subject
toHEA, FERPA, or Privacy Act disclosure restrictions, as these laws
applyonlytoPIl.

However, creating de-identified data oftenrequires access
toidentifiable information, sometimes from multiple sources.
Thisinitial access must comply with applicable laws, meaning
youmust have an allowable use case to create the datasetinthe
firstplace. The regulatory framework that applies depends on the
source of the data. The source of the original data determines which
regulatory exceptions allow for the creation of the de-identified
dataset. Forexample, if the data originate from afederal system
governed by HEA, then HEA provisions must be followed during the
de-identificationprocess.

HEA explicitly allows forresearch use of FAFSA data to support
educational outcomesunder[20 U.S.C. §1090(a)(3)(B)(ii)], which
should bereviewed when considering research-related data
sharing.

FTIwithin FAFSA dataremainsrestrictedunderIRC § 6103 regardless
of de-identification. Unlike other FAFSA elements, FTIcannotbe
used forresearch purposes evenwhen allidentifyinginformation
hasbeenremoved. FTlretainsits protected status permanently

and cannotbeincludedinanyresearch datasets, de-identified or
otherwise, without explicit IRS authorization.

Best Practices

Best practicesstillapply afterde-identification, including the
following:

e havingwrittenagreementsinplace

e requiring privacy and data security training

e clearlydefiningthe appropriate use of the de-identified data

( See Table Q3: FAFSA De-Identified Data Use. )
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poeweal Our state partners with a third-party agency—such as our statewide
4 longitudinal data system (SLDS)—to build multiagency datasets for
research. What does the guidance say about this use?

GENERAL-24-129 affirms that using third-party entities such as Key Compliance Requirements
an SLDS to support dataintegration andresearchis permissible,
aslongasthe arrangement complies with federal privacy laws and
includes appropriate safeguards.

e Written Agreements: Writtenagreements mustbeinplace
andbasedonone ormore allowable exceptions under FERPA
and/orHEA.

SLDSstypically cannotreceive orprocess FTI from FAFSArecords. o Allowable Use Case: The purpose of data sharing must be

Most SLDSs are not authorized underIRC§ 6103 to handle FTI, clearly documented and align with statutory exceptions under

and obtaining IRS authorization for such useis exceptionally rare. HEA and/or FERPA.

States must ensure that their SLDS architectures exclude allFTI data

elements—including IRS-importedincome, tax filing status, and tax

payments—beforeintegrating FAFSA datainto their systems.

e Privacy and Security Controls: Agreements mustinclude
strong data protection measures, including access controls and
protocols to prevent unauthorized use.

REGULATORY INSIGHT: GENERAL-24-129 also acknowledges the

evolvingrole of technology in state data systems. It recognizes that

many states are consolidating and modernizing theirinfrastructure
toimprove data security, access controls, and interoperability—

oftenthrough centralized platforms suchasan SLDS. ( See Table Q4: Multiagency Use of FAFSA Data. )

e NoUnauthorized Redisclosure or Re-Identification: Data must
not be shared beyond the terms of the agreement orused to
re-identify individuals.

............................
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Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

As acommunity college, can we use FAFSA data to evaluate the
effectiveness of our programs in supporting employment and workforce

outcomes?

Yes. According to GENERAL-24-129, community colleges asIHEs
receivingTitle IV funds are permitted under federal law to use FAFSA
data—includinginstitutional studentinformationrecords (ISIRs)—
to evaluate the effectiveness of theireducational programs,
including outcomesrelated to employment and workforce
participation.

Thisuseis permissible under FERPA’s Audit or Evaluation
Exceptionand supported by HEA, provided specific conditions are
met. When these conditions are met, individual student consentis
notrequiredunder FERPA.

REGULATORY INSIGHT: Evaluating program effectivenessin terms
of employment and workforce outcomesis an explicitly recognized,
legitimate evaluation activity covered under FERPA’s Audit or
Evaluation Exception.

Key Compliance Requirements

Written Agreements: Align agreements with FERPA’s Audit or
Evaluation Exception.

Purpose: Clearly define the evaluation scope, duration, and
workforce outcome metrics.

Data Protection: Establish safeguards to prevent unauthorized
redisclosure.

Confidentiality: Ensure thatindividual students cannot be
publiclyidentified.

Data Disposition: Arrange for the destruction orreturn of data
afterthe evaluation concludes.

See Table Q5: Community College Access
to Workforce Outcome Data.
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Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Can data obtained from sources that are subject to HEA be used for

research purposes?

Yes. According to GENERAL-24-129, datareceived directly from
HEA-governed sources—such as FAFSA data provided through
ISIRs orviathe Student Aid Internet Gateway (SAIG)—can be used for
researchunderHEA Section 483(a)(3)(B)(ii), aslong as the research
supports college attendance, persistence, orcompletion.

HEA'sresearch authorization does not extend to FTl contained
within FAFSArecords. Eventhough FTImay be delivered through

the same ISIR or SAIG transmission, it remains exclusively governed
by IRC §6103. FTlcannot be used foranyresearch purposes—
educational or otherwise—without separate IRS authorization, which
isdistinct from and not covered by HEA provisions. Institutions must
exclude all FTIelements (IRS-imported income, tax filing status,

tax payments, etc.) fromresearch datasets, even when conducting
HEA-authorizedresearch.

HEA explicitly permits the use of non-FTIFAFSA-derived data,
including PIl, forresearch aimed atimproving educational outcomes
and evaluating student aid programs. However, there areimportant
conditions.

Key Compliance Requirements

e Written Agreements: Create agreements conforming toHEA
Section483 (20 U.S.C.81090(a)(3)(B)(ii)) standards, which
clearly define the scope, objectives, purpose, and strict
confidentiality protections and explicitly exclude FTI from the
research scope.

e ResearchPurpose Alignment: Ensure that theresearch directly
supports attendance, persistence, orcompletion.

e Confidentiality Protocol Implementation: Establish strict data
protectionmeasures.

e PublicDisclosure Prevention: Implement safeguards to
ensure that the research will not publicly disclose individually
identifiable studentinformation.

e DataSafeguard Maintenance: Maintainrobust protocols to
prevent unauthorized redisclosure.

e FTIExclusion Verification: Implement technical controls to
ensure thatno FTlfields areincludedinresearch extracts.

(See Table Q6: HEA Regulatory Requirements for FAFSA Data Use.)
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Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

What additional best practices should our organization follow when using
protected information, such as FAFSA data?

Toenhance compliance and operational effectiveness °
under GENERAL-24-129, organizations should adopt the following
best practices whenmanaging FAFSA-related data:

Best Practices

e FTIExpertise Requirements: Designate staff with specific
knowledge of IRC 8§ 6103 restrictions toreview all FAFSA data
projects. Organizations should ensure that atleast one team
memberunderstands the distinctionbetweenFTland other
FAFSAelements, canidentify FTIfieldsinISIRs and other
transmissions, and canimplement appropriate exclusion
protocols. Considerrequiring IRS safeguards training forkey
datapersonnel.

e FTIExclusionPolicies: Develop and enforce explicit policies
that

O defineall FTlfields within FAFSA data systems;

O prohibitFTlinclusioninanyresearch, SLDS, or third-party
sharing;

O requireverificationthat FTIhas beenremovedbefore any
datatransfer;

O establishaudit proceduresto confirmFTlexclusion; and

O createconsequences forpolicyviolations given criminal
penaltiesunderIRC § 6103.

Multiregulatory Framework Compliance: Establish processes
that address the intersection of multiple legal requirements:

O Createdecisiontreesthatidentify whichlaw applies
(FERPA,HEA, Privacy Act, orIRC § 6103).

O Developseparate handling procedures for FTlversus other
FAFSAelements.

O Implementtechnical controls that automatically exclude FTI
fromresearch and cross-sectorsharing.

O Maintaindocumentation showing compliance with each
applicable framework.

O Ensurethatlegalreview coversallrelevant statutes, notjust
FERPA.

Incident Response and Data Breaches: Ensure that all third-
party agreements explicitly include detailed protocols and
clearly definedresponsibilities forhandlingincidentsinvolving
unauthorized disclosures ordatabreaches. FTIbreaches
requireimmediate IRS notification and may trigger criminal
investigations, making properincidentresponse critical.

The provisions should outlineimmediate response actions,
reporting obligations, and strategies for preventing future
breaches.
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CONTINUED

Regular Review and Operationalizing of Written Agreements:
Establishaformal schedule forreviewing, renewing, and
updating writtendata-sharing agreements with third-party
entities. Reviews must specifically verify that FTl exclusions
remain properly documented and enforced. Regular review
processes help ensure continuous alignment with evolving
federalregulations, maintain clarity around obligations, and
promptly address any compliance gaps.

Compliance Reviews: To maintain ongoing compliance and
responsiveness toregulatory changes, establishand adhere
toregularcompliancereviews atleast annually. Reviews must
coverallapplicable frameworks (FERPA, HEA, IRC § 6103)
andverify that FTlis properly excluded from allunauthorized
uses. Thesereviews also shouldinvolve auditing third-party
agreements, verifying adherence to data protection measures,
and ensuring that allrelevant parties remain aware of their
compliance obligations.

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Identification of Prohibited and Noncompliant Uses: Clearly
communicate examples of prohibited ornoncompliant uses of
FAFSAdatatohelpreinforce understanding and adherence.
Noncompliant scenarios toidentifyinclude the following:

O

O

unauthorizedredisclosure of FAFSA data to entities not
explicitly authorized by agreements

use of FAFSA data forcommercial, marketing, or
promotional purposes unrelated to financial aid
administration

public dissemination or sharing of identifiable student data
inresearch outputs orreports

anyinclusionof FTlinresearch, SLDSs, or cross-sector
sharingregardless of purpose orde-identification status
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TABLE

Ql

FAFSA Data Definition: FAFSA dataincludeinformation obtained

directly fromFAFSA applicants and contributors, plus ED-derived
information appearingonthelSIR such as Student Aid Index, Pell Grant
eligibility status, verification status, totalincome, adjusted available
income, and discretionary net worth. This definitionexcludes FTI.

Applicable Legal Framework: FAFSA datauseis governed by the
most restrictive provisions of HEA, FERPA, and the Privacy Act. The

specific framework that applies depends primarily on the source

and maintenance of the data (see Question 2).

Use Case

Permissible Use Case:
Core Functions

Permissible Use Case:
Monitoring

Permissible Use Case:
Reporting and Statistics

Permissible Use Case:

Researchand Analytics

Third-Party Disclosure:
Contractors

Third-Party Disclosure:
External Organizations

Description

Application, award, and administration of
studentaidincluding the administrative
andbusinessfunctions necessary to deliver
federal, state, andinstitutional financial aid
efficiently and effectively

Academic progress monitoring and
compliance activities

Mandatoryreporting obligations and statistical
analysis

Researchto promote college attendance,
persistence, and completion with protected
identifiable information

Third-party disclosure to contractors for
aid-related functionsrequires written
agreements, and contractors mustactunder
directinstitutional control.

Third-party disclosure with external entities
forlegitimate aid-related purposes may be
allowable under specific conditions, and FERPA
exceptions mustapply.

FSA Requirements and Allowable Use Cases

HEA Section 494 Consent Requirements: Consent must be
specific, written, signed (electronic acceptable), dated, and
maintained 3-plusyears post-attendance. Consentisrequired
whenredisclosing FAFSA data externally (except specific statutory
exemptions such as the United Negro College Fund and Hispanic
College Fund).

Data Protection Standards: All entities must comply with security
measures, access controls, and data handling protocols outlinedin
SAIG agreements and applicable privacy laws.

Consent

Requirements and Examples Required?

o Assistingwithaid applications No

o |ISIRprocessingand eligibility determination

e Processinganddisbursingaidfunds

o Satisfactoryacademic progress (SAP)monitoringand
enforcement

e SAP monitoring No

o Audits

o Programevaluations

o Integrated Postsecondary Education Data System No
(IPEDS) reporting

e Netpricecalculatordisclosures

e« Aggregate statistics production

e Researchunderthe FERPA Studies Exception No

(34 CFR§99.31(a)(6)) or Audit or Evaluation Exception
(34 CFR§99.31(a)(3))

o FERPA School Official Exception (34 CFR§99.31(a)(1)), No
compliance with SAIG agreement standards

e Scholarship organizations, FERPA Financial Aid Exception | Usually, Yes

(34CFR§99.31(a)(4))
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FAFSA Data Use by Regulation

Regulation
HEA

FERPA

Privacy Act

IRC

Scope and
Applicability

FAFSA datadirectly
received fromED,
including through ISIRs or
via SAIG

Educationrecords
directly maintained by
IHEs ortheiragents,
including FAFSA data
stored withininstitutional
systems

Dataunderdirect control
of federalagencies,
including ED’s FAFSA
systemsand databases
suchasNSLDS

FTlexplicitly excluded
from general FAFSA data
use discussionsunder
GEN-24-129

Data Types Covered

FAFSA-derived
information: Pell Grant
eligibility status, Student
Aid Index, verification
status, calculated
financialmetrics provided
by ED

Recordsdirectlyrelated
to studentswho are
orhave beenenrolled
(“eligible students”)

DoesNOTapply to
FAFSA applicants who
have neverattendedthe
institution.

Pllfromfederalrecords
systems

Taxreturninformation
and taxreturninformation
derived from RS systems

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Key Provisions and Exceptions

Governsuse forapplication, award, and administration
of federal, state, andinstitutional student aid
programs.

Requires specific written consent forredisclosure
outside permitted aid-administration uses.

Underthe School Official Exception (34 CFR§ 99.31(a)
(1)) allows disclosure toinstitutional personnel with
legitimate educationalinterest.

Underthe Financial Aid Exception (34 CFR§99.31(a)
(4)) allows disclosures foraid eligibility, amount,
conditions, orenforcement.

Underthe Studies Exception (34 CFR § 99.31(a)(6))
allowsresearch forimprovinginstruction oraid
administration.

Underthe Audit or Evaluation Exception (34 CFR§
99.31(a)(3)) allows disclosure foraudits or program
evaluations.

Limits disclosure of Pll to scenarios outlinedin “routine
use” statements publishedinthe Federal Register.

Doesnottypically govern SGAs orIHEs directly unless
theyreceive FAFSA datadirectly from ED systems.

Strictlyregulates FTlsharing.

Isnotpermitted outside specifically authorized
IRS-related functions and disclosures.

Primary Citations
HEA Section494
20U.S.C.§1090

20U.S.C.81232g
34 CFRPart99

5U.5.C.§552a

ED’s Aid Awareness
and Application
Process System

of Records Notice
18-11-21

IRC§6103
GEN-23-34
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FAFSA De-ldentified Data Use

REGULATORY INSIGHTS: GENERAL-24-129 recommends the following best practices:

e Privacy Training: Recommended safeguards for all parties °
handling de-identified data. Ensure appropriate privacy
training to safeguard against misuse or mitigate inadvertent

re-identificationrisks.

Category
De-Identified Data

Creation
Requirements:
Initial Data Access

Required Use Case:

HEA Compliance

Required Use Case:

FERPA Exceptions

ED Source Data
(SAIG/ISIR)

Institutional Data
Sources

ResearchUse
Authorization

Key Points

Datathat donotallowindividual
studentsto beidentified are exempt
fromprivacy law restrictions.

To create de-identified datasets,
institutions mustinitially access, use, and
potentially link PII.

Anappropriate use case consistent
withHEAmust existtolegally create a
de-identified dataset.

Anapplicable FERPA exception
mustjustifyinitial dataaccess for
de-identification.

FAFSA datadirectly from ED has specific
research authorization.

Datafrom educationalinstitution
records must use FERPA exceptions.

No additional “appropriate use case”
isrequired once data are properly
de-identified.

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Specific Provisions

Datanolongerconstitute Pll, so they are exempt from statutory

privacy protectionsunderHEA, FERPA, and the Privacy Act.

Suchinitial activitiesremain subject to FERPA, HEA, and Privacy

Actrequirements depending onthe original data source and
context.

Therequireduse caseunderHEA Section483(a)includes the
“application, award, and administration of student aid.”

FERPAincludes the following exceptions:

o StudiesException: Researchtoimprove educational
instruction or student aid administration

e AuditorEvaluation Exception: Audits, evaluations, or
enforcementrelatedto education programs

HEA explicitly allows use forresearch to promote college
attendance, persistence, and completion, subjectto
confidentiality protections to ensure that students cannot be
identified.

The FERPA Studies Exception or Audit or Evaluation Exception
provides permissible pathways for creating de-identified
datasets.

Sharing withresearchersis permissible without consent, but
creationmust comply withinitialaccessrequirements.

Written Agreements: Although not legally mandated
afterde-identification, strongly advised. Maintain written
agreements withresearchers that clearly define datause and
prohibitions onre-identification attempts.

Regulatory Basis

GEN-24-129
clarification

Allapplicable
privacy laws

20U.S.C.§1090

34 CFR§99.31(a)(6)
34 CFR§99.31(a)(3)
34CFR§99.30

20U.S.C.§1090(a)
(3)(B)(ii)

34 CFR§99.31(a)(6)
34 CFR§99.31(a)(3)
34CFR§99.30

Follows from
de-identified status
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TABLE Key Statutory and Regulatory Citations Summary

Q3 Data Source Authorization for De-ldentification Citation
CONTINUED

ED Direct (SAIG/ISIR) HEA Research Provision—research to promote college attendance, persistence, 20U.S.C.81090(a)(3)(B)(ii)
and completion

Institutional Records FERPA Studies Exception—studies toimprove educationalinstruction or student 34 CFR§99.31(a)(6)
aid administration

Institutional Records FERPA Audit or Evaluation Exception—audits, evaluations, orenforcement of 34 CFR§99.31(a)(3)
federal orstate-supported educational programs 34 CFR§99.30
Any Source HEA Student Aid Administration—application, award, and administration of HEA Section483(a)

studentaid 20U.5.C.§1090
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Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Multiagency Use of FAFSA Data

Requirement
Category

Written
Agreements:
Mandatory

Agreement
Compliance
Standards

FERPA Studies
Exception

FERPA Audit
or Evaluation
Exception

HEAResearch
Authorization

Third-Party
Entities (SLDSs,
Technology
Partners, Data
Warehouses)

Multiagency
Research
Purposes

Specific Requirements

Mustbe completedforall
third-party entities.

Must explicitly conformto
FERPA and HEA conditions.

Allows disclosure without
priorwritten consent for
educationalresearch.

Permits disclosure for
compliance and evaluation
activities.

Authorizesresearch-related
disclosure without consent.

Must ensure robust data
security controls and
compliant datausage.

Are permissible for
research, analysis, and data
consolidation.

Implementation Details

e« Mustclearly specifythe scope, purpose, limitations, and confidentiality
safeguardsrelatedto FAFSA datausage.

e Mustensure compliance with statutory confidentiality and use
requirements under both FERPA exceptions and HEA provisions.

o Coversthird-partyagencies conductingresearchtoimprove education
outcomes, instruction methods, or student aid program administration.

* Mustbeexplicitlydocumentedinawrittenagreement.

o Coversthird-party entities acting as authorized representatives of
state andlocal educational authorities to conduct audits, evaluations,
orcompliance activities for federal or state-supported education
programs.

o« Coversresearchby third partiesengaged by SGAs orIHEs to support
college attendance, persistence, and completioninitiatives.

e« Mustpreventpublic disclosure of individually identifiable data and
maintainrigorous security protocols.

o GEN-24-129 supports development of consolidated SLDSs as part of
states’ modernization andintegrationinitiatives.

e Mustensurecompliance with FERPA, HEA, and Privacy Actrequirements.

o Explicitly prohibits unauthorized redisclosure orre-identification of data.

¢ Includeseducationaloutcome studies, program effectiveness analysis,
student successinitiatives, andintegrated dataanalytics across
agencies.

Regulatory Basis

GEN-24-129
requirement

34 CFR§99.31(a)
(6)(ii)
34 CFR§99.31(a)(3)

20U.S.C.§1090(a)
(3)(B)(ii)

34 CFR§99.31(a)(6)

34 CFR§99.31(a)(3)
34CFR§99.30

20U.S.C.§1090(a)
(3)(B)(ii)

GEN-24-129
recognition

34 CFR§99.31
20U.S.C.§1090

Combined FERPA/
HEA authority
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TABLE Key Statutory and Regulatory Citations Summary
Q4 Provision Allowable Use Case Citation
el (5 FERPA Studies Exception Studies toimprove educational instruction or student aid 34 CFR§99.31(a)(6) i)
administration
FERPA Audit or Evaluation Exception | Audits, evaluations, orenforcement of federal or state-supported 34 CFR§99.31(a)(3)
educational programs 34 CFR§99.30
HEA Research Authorization Research to promote college attendance, persistence, and completion | 20 U.S.C. §1090(a)(3)(B)(ii)
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ACCESS, DISCLOSURE, AND USE OF FEDERAL STUDENT AID DATA

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

Community College Access to Workforce Outcome Data

program effectiveness tied to employment and workforce participation outcomes.

Authorization
Category

Institutional Eligibility

Data Sources
Permitted

FERPA Auditor
Evaluation Exception

Program Evaluation
Scope

Compliance
Enforcement

Consent
Requirements

Written Agreements:
Mandatory

HEAResearch
Compliance

DataProtection
Requirements

DataDisposition

Odisc

Specific Provisions

Community colleges asIHEsreceiving
Title IVfunds

FAFSA dataincludingISIRdata

Permits nonconsensual disclosure for
evaluation of federal or state-supported
educationprograms.

Includes evaluations of the effectiveness
of educational programs.

Canusedatatoenforce compliance with
federallegalrequirements.

Doesnotrequireindividual student
consent.

Arerequired underthe FERPA Audit or
Evaluation Exception.

Must comply with HEAresearch
authorization provisions.

Must prevent unauthorized redisclosure.

Requires datadestructionorreturnafter
evaluation completion.

Implementation Requirements

IHEs must have active Title IV participation to access FAFSA
dataforworkforce outcome evaluation.

ISIR data maintained as part of educationalrecords canbe
used for program evaluation purposes.

Evaluation of program effectivenessinemploymentand
workforce outcomesis explicitly recognized as alegitimate
evaluationactivity.

Usesinclude outcomes tied to employment and workforce
participationand assessments of program successin
preparing students foremployment.

Usesmustberelatedto federal orstate-supported
education programs and compliance monitoring.

When the FERPA Audit or Evaluation Exceptionis correctly
applied withrequired written agreements, individual consent
isnotrequired.

The agreements must clearly specify the purpose, scope,
duration, and data protections. They also must prevent
unauthorizedredisclosure and ensure the destruction or
return of data afterevaluation completion.

Confidentiality must be rigorously maintained, andindividual
students cannotbe publiclyidentified.

Datamust be protected fromunauthorized sharing or
disclosure, and agreements must specify datahandlingand
security requirements.

Writtenagreements must ensure properdisposal of data
once the evaluationis complete.

REGULATORY INSIGHT: Community colleges (as Title IV-receiving IHEs) can use FAFSA data, including ISIR data, for evaluating educational

Regulatory Basis

Title IV eligibility
requirements

GEN-24-129
clarification

34 CFR§99.31(a)(3)
34CFR§99.30

34 CFR§99.31(a)(3)
34CFR§99.30

34 CFR§99.31(a)(3)
34CFR§99.30
34 CFR§99.31(a)(3)
34CFR§99.30

34CFR§99.35

20U.S.C.§1090(a)
(3)(B)(iN)

34CFR§99.35

34CFR§99.35
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TABLE Key Statutory and Regulatory Citations Summary
Q 5 Provision Allowable Use Case Citation
Slebuuiiyeiy FERPA Audit or Evaluation Exception | Audits, evaluations, orenforcement of federal orstate-supported educational 34 CFR§99.31(a)(3)
programsincluding workforce outcomes 34CFR§99.30
34CFR§99.35

HEA Research Provision Researchto promote college attendance, persistence, and completion 20U.S.C.81090(a)(3)(B)(ii)
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TABLE

Q6

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

HEA Regulatory Requirements for FAFSA Data Use

REGULATORY INSIGHTS

HEA Section 483(a)(3)(B)(ii) Authorization: FAFSA datafrom
HEA-governed sources (ISIR/SAIG) canbe used forresearch

Internal Use vs. Public Disclosure

supporting college attendance, persistence, and completion.

Requirement
Category

Applicable Data
Sources

Authorized
Research Purposes

Permitted
Educational
Outcomes

Written
Agreements:
Mandatory

Confidentiality
Requirements

PllUse During
Research

Public Disclosure
Prohibition

Data Safeguards

Institutional
Eligibility
Research Scope
Limitations

Specific HEA Requirements

Datareceiveddirectly from
HEA-governed sources

Researchdirectly supporting
educational outcomes

Specificresearchareas explicitly
authorized

Writtenagreementsrequiredforall
HEA-governedresearch

Strict confidentiality protections
mandated

Internaluse of Pll permitted during
theresearch process

Publicrelease of individually
identifiable information strictly
prohibited

Properdata safeguardsrequired to
prevent unauthorized redisclosure

SGAsand|HEs authorized to
conductHEA-governedresearch

Researchrequired todirectly
support specified educational
outcomes

e Permitted: Internaluse of Pllis allowed when necessary to
conduct authorized educationalresearch.

e Prohibited: Publicrelease ordisclosure of individually
identifiable informationfromresearch findingsis strictly

prohibited.

Implementation Details
FAFSA data are provided throughISIRs orvia SAIG.

Researchrelated to college attendance, persistence, and
completion,including evaluating the effectiveness of student
aid programs, is authorized.

Studentenrolimentresearch, retention studies, completionrate
analysis, and student aid program effectiveness evaluation are
permitted.

Agreements must clearly define the scope, objectives, purpose,
and strict confidentiality protections and must conform
specifically toHEA Section 483 standards.

Awritten agreement must ensure that the research will not
publicly disclose individually identifiable studentinformation.

HEA does not prohibitinternaluse of Pllduringresearch,
provideditis necessary forauthorized educationalresearch.

Althoughinternal Plluseis permitted, any public release or
disclosure of individually identifiable studentinformation from
researchresultsisforbidden.

Theresearch process mustincluderobust data protection
protocols and safeguards to prevent unauthorized sharing or
redisclosure.

SGAs andIHEs are explicitly permitted touse HEA-governed
FAFSA dataforauthorizedresearch purposes.

Researchpurposes must be directly tied to college attendance,
persistence, completion, or student aid program effectiveness,
and the datacannotbe usedforunrelatedresearch.

Regulatory Basis
20U.S.C.81090(a)(3)
(B)(ii)
20U.S.C.81090(a)(3)
(B)(ii)

HEA Section483(a)
(3)(B)(ii)

20U.S.C.§1090(a)(3)
(B)(i)

20U.S.C.81090(a)(3)
(B)(ii)

GEN-24-129
clarification

20U.S.C.§1090(a)(3)
(B)(i)

HEA compliance
requirement

GEN-24-129
clarification

20U.S.C.§1090(a)(3)
(B)(i)
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Key Statutory and Regulatory Citations Summary

TABLE

Q6 Provision Authorized Use Citation
CONTINUED HEAResearch o Researchtopromote college attendance, persistence, and completion 20U.S.C.§1090(a)(3)(B)(ii)

Authorization o Internaluse of Pll permitted during the research process, but public release of individually
identifiable information prohibited

Slm pllﬁed NOTE: The applicable privacy provision depends primarily on the source, nature, and control of the FAFSA data being accessed or

. . disclosed.
Applicability
M t . Data Source or Type Governing Law Citation
atrix FAFSADataDirectly FromED (ViaISIR/SAIG/NSLDS) | HEAandPrivacyAct | GEN-24-129
HEASection483
20U.S.C.81090
5U.S.C.§552a
DataMaintained by IHE FERPA 20U.S.C.§1232g
34CFR§99.3
34CFR§99.31
FTI IRC IRC Section 6103
GEN-23-34
Regulatory e Electronic Announcement GENERAL-24-129, Updated e FERPA,20U.S5.C.81232g
Citations September 30,2025 FERPA Regulations, 34 CFR Part 99

Electronic Announcement GENERAL-25-08, September 30,
2025

e HEAGeneral Provisions,20 U.S.C.§1090

FERPA Audit or Evaluation Exception, 34 CFR § 99.31(a)(3)

FERPA School Official Exception, 34 CFR § 99.31(a)(1)
FERPAFinancial Aid Exception, 34 CFR § 99.31(a)(4)

O HEASection494(a)(17),20 U.S.C.§1094(a)(17), IPEDS
reporting
O HEASection1015a(k),20 U.S.C. §1015a(k), net price e PrivacyActof1974,5U.5.C.§552a

calculatordisclosures

O HEASection483(a)(3)(B)(ii), 20 U.S.C. 81090, research
authorizationfor FAFSA datause

O
O
O FERPAStudies Exception, 34 CFR§ 99.31(a)(6)
O
O

Odisc 7


https://fsapartners.ed.gov/knowledge-center/library/electronic-announcements/2024-11-07/guidance-state-grant-agencies-and-institutions-higher-education-access-disclosure-and-use-fafsa-data-application-award-and-administration-student-aid-programs
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2025-09-30/guidance-use-federal-tax-information-fti-free-application-federal-student-aid-fafsar-data-and-non-fafsa-data
https://www.law.cornell.edu/uscode/text/20/1090
https://www.govinfo.gov/content/pkg/USCODE-2015-title20/html/USCODE-2015-title20-chap28-subchapIV-partF-sec1094.htm
https://www.govinfo.gov/content/pkg/USCODE-2023-title20/html/USCODE-2023-title20-chap28-subchapI-partC-sec1015a.htm
https://www.govinfo.gov/content/pkg/USCODE-2023-title20/html/USCODE-2023-title20-chap28-subchapIV-partG-sec1090.htm
https://www.govinfo.gov/app/details/USCODE-2023-title20/USCODE-2023-title20-chap31-subchapIII-part4-sec1232g
https://studentprivacy.ed.gov/ferpa
https://studentprivacy.ed.gov/ferpa#0.1_se34.1.99_131
https://studentprivacy.ed.gov/ferpa#0.1_se34.1.99_131
https://studentprivacy.ed.gov/ferpa#0.1_se34.1.99_131
https://studentprivacy.ed.gov/ferpa#0.1_se34.1.99_131
https://www.law.cornell.edu/uscode/text/5/552a

ACCESS, DISCLOSURE, AND USE OF FEDERAL STUDENT AID DATA

Acronyms DISC: Data Integration Support Center

Odisc

ED: U.S. Department of Education

FAFSA: Free Applicationfor Federal Student Aid
FAQ: Frequently asked question

FERPA: Family Educational Rights and Privacy Act
FSA:Federal Student Aid

FTI: Federal taxinformation

HEA: Higher EducationAct

IHE: Institution of highereducation

IPEDS: Integrated Postsecondary Education Data System

Frequently Asked Questions for Education and Workforce Partners on
FERPA,HEA, and Privacy Act Compliance

IRC:Internal Revenue Code

IRS: Internal Revenue Service

ISIR: Institutional studentinformationrecord
NSLDS: National Student Loan Data System
Pll: Personally identifiable information

SAIG: Student Aid Internet Gateway

SAP: Satisfactory academic progress

SGA: State grantagency

SLDS: Statewide longitudinal data system
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