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DECISION GUIDE

Developing a Research
Request Process for
Integrated Data Systems

The value of anintegrated data system (IDS) lies inits potential to give researchers an efficient
and cost-effective way to understand and aid communities by spotting trends and patterns
across multiple data sources. However, to realize this value fully, the system must be setup so
thatresearchers can easily understand how the system operates and how to accessitsdataina
transparent, secure manner.

This guide was created to help state dataleaders navigate the practical pathways to secure, transparent, and effective
researcheraccess. When developing aresearchrequest process, operators must make several foundational
decisions. This guide walks you through eight key decision points to help you design a process that fits your specific
context, legalrequirements, and organizational goals while promoting transparency and accessibility. Acompanion
document, the “Decision Guide Worksheet,” provides a spreadsheettorecordyouractions.

This Decision Guide helps you determine what decisions to make when establishing yourresearchrequest process. A
relatedresource, “Creating aPathto Answers: How State Data Leaders Can Empower Researchers,” provides five best

practices aimed atimprovingresearcheraccesstodata. The Data Quality Campaign and the Data Integration Support
Centerat WestEd worked with state data leaders to identify these best practicesforenhancingresearcheraccess to
de-identifiedindividual-level statewide longitudinal data system data.



https://dataqualitycampaign.org/resource/how-state-data-leaders-can-empower-researchers/
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What Is a Research Request Process?

Aresearchrequest processis the formal procedure

KEY DECISION POINTS TO DEVELOP A

throughwhichresearchers and analysts apply to

. . RESEARCH REQUESTPROCESS
accessnonpublicinformationfroman|IDS. The data

involved are typically not publicly accessible due to their 1. Establish Your Goals and Requirements
confidential nature, requiring careful consideration of 2. Define Your Scope and Boundaries
privacy regulations, datause agreements, and oversight

. . 3. Determine Eligibility and Access
mechanisms. This process ensures that access to

protected dataaligns withlegal, ethical, and governance 4. Plan YourInternal Operations
standards while serving legitimate research purposes. 5. SetTimeline Expectations

Additionally, carefully considered processes strike 6. Ensure Regulatory Compliance

abalance between providing requestors with timely
information and managing administrative burdenand 7. Develop Your Legal Framework

oversight. 8. Implement and Communicate Decisions

Roles and Responsibilities for Decision-Making

Different types of decisions require different expertise and authority levels. Understanding who should lead
each decision helps ensure appropriate input while maintaining efficient decision-making processes.

Strategic and Operational Decisions (Decisions 1-5): Should be made by operatorleadership and
program staff with guidance from appropriate governance structures as applicable. These decisions
involve mission alignment, resource allocation, operational capacity, and stakeholderrelationships that
require deep understanding of organizational goals and capabilities.

Legal and Compliance Decisions (Decisions 6-7): Should be led by legal counsel and supported by
operatorleadership. These decisionsinvolve interpreting regulations, assessing risk, and developing
legal frameworks—all of which require specialized legal expertise—while remaining aligned with
organizational objectives.

Implementation and Communication Decisions (Decision 8): Should involve collaborative input from
leadership, program staff, technical teams, and legal counsel as appropriate, with clear designation of
who has final authority for different aspects of implementation.

Foreachdecision, DISC’s companion “Decision Guide Worksheet” walks operators though key questions and
provides aplace torecordanswers.
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1. Establish Your Goals and Requirements

Your goals and requirements determine how much flexibility you have in process design, which
resources you canjustify, and how you willhandle competing demands. Understanding your
“‘why” helps you communicate the value of the process to your stakeholders and secure ongoing

support.

DECISION: What drives your need for aresearchrequest process?

A. Legal Requirements

Legalrequirements create nonnegotiable baseline
expectations but may leave significant discretionin
implementation details. Understanding yourlegal
landscape early prevents costly redesignslater. Consider
thatlegalrequirements may conflict with organizational
preferences—forexample, youmay be legally required to
provide access but preferto limitit forcapacity reasons.

e IsyourlIDS statutorily required to provide researcher
access?

e Whatspecificlaws, such asthe Family Educational
Rights and Privacy Act (FERPA), HealthInsurance
Portability and Accountability Act (HIPAA), or state
privacy laws, apply to yourdata?

e Doyouhavethelegalauthority to share datafor
research purposes?

DECISIONS INACTION

Washington’s Education Research & Data Center
(ERDC)restrictsresearcheraccess to comply with
FERPA, which creates mandatory access provisions
while allowing flexibility in how organizations design
theirspecificreview processes, timelines, and
approval criteria. They must provide access but can
determine the “how” of that access. Similarly, the
Maryland Longitudinal Data System (MLDS) Center
operates under state laws that directit to conduct
research but allow flexibility in designing the external
researcherapplication process, review procedures,
and approval criteria.

B. Contractual Obligations

Contractual obligations may be more specific thanlegal
requirements and couldinclude timelines, specific user
types, orreportingrequirements. Review allagreements
with data contributors because they may have different
terms forresearcheraccess. Contract modifications
may be possibleif current terms create operational
challenges.

o« Doagreementswithdata contributorsrequire youto
enableresearcheraccess?

e Areyouboundbylegalagreementsthatinclude
researcheraccess?

Do funding agreements specify researcheraccess
requirements fordata providers?

o Dofundingagreementsspecifyresearcheraccess
requirements forexternal researchers?

DECISIONSINACTION

Some IDS operators find that their data contributor
agreements specify notjust thatresearcheraccess
must be provided but also specific timelines (e.g.,
“within 90 days of request”) oruser categories(e.g.,
“academicresearchersonly”). These contractual
details then drive specific design choicesinthe
request processes. The New Jersey Statewide Data
System (NJSDS) operates underamemorandum of
understanding (MOU) among four state agencies,
which establishes the framework for data sharing
while allowingits Executive Leadership Council
flexibility in developing specific access policies and
review procedures.



https://erdc.wa.gov/
https://erdc.wa.gov/data-resources/data-request-submission
https://mldscenter.maryland.gov/
https://mldscenter.maryland.gov/DataRequests.html
https://mldscenter.maryland.gov/DataRequests.html
https://njsds.nj.gov/
https://njsds.nj.gov/
https://njsds.nj.gov/governance/policy-library/
https://njsds.nj.gov/governance/policy-library/
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C. Organizational Mission

Mission alignment helps you maintain focus andjustify
resource allocation. Consider both the direct benefits
(research outputs, partnerships) andindirect benefits
(datavalidation, stakeholderengagement, reputation).
Clearmissionalignment also helpsyou explain to
stakeholders whyyou areinvestinginresearcheraccess
ratherthan other priorities.

o DoesresearcheraccessalignwithyourIDS’s
purpose and mission? If so, how?

e Whatorganizational benefits do youseek
(reputation, datavalidation, partnerships)?

DECISIONS INACTION

Whenresearchers submitrequests, Washington'’s
ERDC evaluates how well the proposedresearch
aligns withits educationalimprovement mission,
helping the organization maintainfocus onits
mission while making consistent approval decisions.
The MLDS Centertakes a similarapproach by
requiring applicants toidentify whichMLDS research
agenda question(s) theirresearch addresses and
explainhow theirresearch will benefit the state,
ensuring alignment with the Center’s statutory
mission.

DECISION GUIDE

Developing aResearch Request Process forIntegrated Data Systems

D. Value Creation

Beyond meetinglegal orcontractual obligations,
researcheraccess can provide significant strategic
value to your organization. Understanding what benefits
you seek helpsyoudesignrequirements and processes
that maximize return oninvestment. Considerboth
tangible outputs (reports, publications, policy briefs)
andintangible benefits (reputation, datavalidation,
partnerships). Also considerhow supporting open
science principles—suchas data sharing, reproducible
research, and open publication—canamplify theimpact
of research using your data while maintaining appropriate
privacy protections. Clearvalue expectations also help
youmeasure success andjustify ongoinginvestmentin
researcheraccessinfrastructure.

e Whatrecognitionand attributiondo you seek for
yourorganization’s data and mission?

o Whattypesofresearchoutputs(policy briefs,
reports, publications, open datasets, reproducible
code)would advance your mission?

¢ Whichresearchinstitutions orsectors would provide
valuable partnerships foryour organization?

DECISIONSINACTION

Several states structure research agreements to
ensure mutual benefit. The Texas Education Research
Center(ERC)requires allapprovedresearchers

to produce policy briefs within 60 days of project
completion, ensuring thatresearcheraccess directly
contributes to policy-relevant outputs that advance
the state’s educational mission. The MLDS Center
structuresits agreements to ensure thatit owns
allresearch output while allowing researchers to
develop derivative works for educational purposes.
This approach allows the MLDS Centerto both
receive attribution and maintain alibrary of research
products that demonstrate the value of the data
system to stakeholders and funders.



https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/data-request-submission
https://mldscenter.maryland.gov/DataRequests.html
https://texaserc.utexas.edu/proposal-preparation-submission/
https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalandManagementProcedures_FinalApproved.pdf
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2. Define Your Scope and Boundaries

Clear scope preventsinconsistent decisions, frustrated requestors, and potential legal
challenges. Well-defined boundaries help you manage expectations, allocate resources
effectively, and maintain defensible decision-making.

DECISION: What will you include in your researchrequest process?

A. Data Assets

Broaderdataaccessincreases appeal butalsoincreases
review complexity and potential privacy risks. Some
datamay have specialrestrictions due to sensitivity or
contributoragreements. Leverage tools such as adata
dictionary, datainventory, ormetadatato determine
what data assetstoinclude orexclude. The decision

to exclude certain data should be defensible and
consistently applied.

Datausers may also beinterestedincombining data
from sources outside the IDS with datainthe system for
theiranalyses. Theinclusion of external data sources
may or may not be feasible depending on the technical
infrastructure of yourIDS, established policies, and
security and privacy considerations.

¢ Whichdatawillbe available as part of the process?

¢ Shouldsomedataneverbeincludeddueto
sensitivity or contributoragreements?

o Willyouallow datafromexternal sourcestobe
combinedwith datainthe IDS?

DECISIONSINACTION

Minnesota’s Statewide Longitudinal Education Data
System publishes comprehensive datainventories
foreach system, allowingresearchers to easily
understand exactly what data are available.

B. Research Agenda Alignment

Awell-definedresearchagenda, ideally developed
withinput fromresearchers and cross-agency partners,
helpsyou evaluate requests consistently while ensuring
thatresearchaddressesreal policy needs. Many IDSs
restrictresearchrequeststo purposes aligned with
theirresearchorlearningagenda. Clearalignment
criteriahelp you make consistent decisions and manage
requestorexpectations. Overly narrow criteria may
exclude valuable research, while overly broad criteria
provide little filtering value. Document specific examples
of aligned and nonaligned research to guide future
decisions.

o Howwillyoudetermineif researchaligns withthe
purpose of your|DS?

e Hownarrow orbroad willyouralignment be?

e Whowillmake the determinations onalignment?

DECISIONSINACTION

Washington’s ERDC uses five specific critical
questions covering education systems, student

outcomes, workforce development, social
conditions, and data availability to determine
alignmentwithitsresearchagenda. When
researchers submitrequests, the ERDC evaluates
how wellthe proposedresearch addresses these
questions, helping the organization maintain focus
onits educationalimprovement mission while
making consistent approval decisions.


https://sleds.mn.gov/
https://sleds.mn.gov/
https://sleds.mn.gov/dataDictionary/
https://erdc.wa.gov/sites/default/files/2024-11/Process%20Overview_ERDC%20Critical%20Question%20%26%20Research%20Agenda%20Development.pdf
https://erdc.wa.gov/sites/default/files/2024-11/Process%20Overview_ERDC%20Critical%20Question%20%26%20Research%20Agenda%20Development.pdf
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C. Out-of-Scope Requests

Aclearout-of-scope strategy maintains goodwill while

protecting the privacy, confidentiality, and security of the

system. Consider creating standardreferrallanguage
andresource lists to make these conversations more
efficient and helpful. Having clear decision-making
authority also preventsinconsistent responses.

¢ Howwillyouhandlerequeststhatdonotfityour
scope?

o Ifrequestsare outof scope, willyoureferthe
requestorto other data sources, direct themto
Freedom of Information Act processes, or offer
aggregate data alternatives such as dashboards or
flat files?

e Whowillmake these determinations?

DECISION GUIDE

Developing aResearch Request Process forIntegrated Data Systems

DECISIONS INACTION

Washington’s ERDC provides alternative data
sources (statereport cards, public dashboards,
national databases)to help requestors find what
they need elsewhere. The ERDC and the MLDS
Centeralso do not fulfill single-sectorrequests,
instead directingrequestors to the original data
contributors.

3. Determine Eligibility and Access

Eligibility criteria both significantly influence your workload and ensure fairaccess to your data. The
decisions you make shape the diversity of research perspectives and outcomes, which can affect
policy and public understanding. Overly restrictive requirements may unintentionally exclude
valuable contributors, such as community-based organizations or early-careerresearchers.
Therefore, eligibility requirements should be clearly justified and thoughtfully balanced—ensuring
broad access while considering resource limitations and the need for data protection.

DECISION: Who canrequest data, and how will you prioritize requests?

A. Requestor Requirements « Whatrequirements, such asrelevant training,

Determine whetherthere willbe any restrictions onwho certifications, institutional affiliation, or

canrequestdatafromthe IDS. Some systemsrequire
institutional affiliation, while others may permit access to
independentresearchers who meet specific security and
ethical standards. Decide whether graduate students
conductingdissertationresearchwill be eligible.

e Willyoulimitaccessto certaintypes of
organizations, such as academic institutions,
government agencies, nonprofits, or private sector
entities?

demonstratedresearch experience, willyou set for
individualrequestors?

How willyou assess and verify the qualifications and
capacity of requestors?

DECISIONS INACTION

Washington’s ERDC acceptsrequests fromvarious
organization types but has different processes for

differentrequestor categories, including special

provisions for legislative staff.


https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/submit-data-request/plan-your-data-request
https://mldscenter.maryland.gov/DataRequests.html
https://mldscenter.maryland.gov/DataRequests.html
https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/data-resources/data-request-submission
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B. Prioritization Framework

Aclearandfair prioritization framework helps you
manage limited resources effectively while maintaining
transparency and trust. When demand exceeds capacity,
determininghow requests will be evaluated andinwhat
ordertheywillbe processedisimportant. Some IDS
operators processrequests on afirst-come, first-served
basis, while others prioritize based on strategic goals
orexpectedimpact. Whicheverapproach you choose,
document your prioritization criteria publicly to manage
expectations and demonstrate fairness.

o Willalleligiblerequests be treated equally, or willyou
apply prioritization?

e What specific criteria will guide your decisions?

¢ Howwillyoucommunicate your prioritization process

to potentialrequestors?

4. Plan Your Internal Operations

DECISION GUIDE

Developing aResearch Request Process forIntegrated Data Systems

DECISIONS INACTION

Different IDS operators have developed various
approachesto managing demand and prioritization.
Washington’s ERDC explicitly prioritizes requests
fromlegislators and state agencies, aligning with

its public service mission andlegal obligations, and
communicates thisapproach clearly onits website
so academicresearchersunderstand potential
delays during legislative sessions. The MLDS Center
uses atiered review systemwith “expedited review”
forcertainresearchertypesand funding sources
versus “full review” for others, providing transparent
pathways with published criteria.

Athoughtfulresearcheraccess policy is built on your organization’s structure and processes. Key
internal componentsinclude staffing androles, review procedures, application collection and

management, and data preparation and delivery.

DECISION: How will you manage the process internally?

A. Staffing and Roles

Staffingdecisions determine your capacity andreview
quality. Externalreviewers bring expertise and credibility
but add coordination complexity and timeline delays.
Internal staff provide consistency and control but may
lack specialized knowledge. Factorin thatreview quality
directly affectsyourlegal compliance and reputation—
inadequatereview canlead to privacy violations, while
overly stringent review may discourage valuable research.

¢ Whowillmanage applications and communication?
¢ Willyouuse externalreviewers orcommittees?

¢ Whowillconducttechnical and privacy reviews?

e Whohasfinalapproval authority?

o Whatexpertisedoyouneed (legal, statistical,
subject matter, datadisclosure)?

e Whatisyourprivacy andsecurity policy?

¢ Whowilldetermineif afee needs to be charged?

DECISIONS INACTION

The Texas ERC uses an Advisory Board with
representatives from data-contributingagencies
plus external experts, requiring coordination across
multiple entities but bringing deep subject matter
expertise. Washington’s ERDC handles more review
internally but coordinates with the Washington State
Institutional Review Board forindividual-level data,
allowing for faster processing while maintaining
necessary oversight. The MLDS Center combines
both approaches. It usesinternal staff review,
partneragencyreview, and a Research and Policy
Advisory Board for most projects but also engages
its Governing Board for certain types of projects,
ensuring appropriate oversight while managing
review complexity.



https://erdc.wa.gov/data-resources/data-request-submission
https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalandManagementProcedures_FinalApproved.pdf
https://texaserc.utexas.edu/about-us/news/
https://erdc.wa.gov/data-resources/our-review-process
https://erdc.wa.gov/data-resources/our-review-process
https://mldscenter.maryland.gov/egov/Publications/mlds_datarequest_governance_process_v02.pdf
https://mldscenter.maryland.gov/egov/Publications/mlds_datarequest_governance_process_v02.pdf
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B. Review Procedures

Yourreview process should alignwith any applicable
statutory, regulatory, or contractual obligations. The
structure you choose—whetheracomprehensive upfront
review or aniterative feedback model—willinfluence both
the timeline and the likelihood of successful applications.

Athoroughinitial screening can prevent anunnecessary
burdenon governingboards orcommittees but

requires skilled staff and clear criteria. Multiple review
stages canenhance quality control but may extend
processing times. Regardless of the approach, carefully
documenting all decisionsis essential because you may
needtojustify approvals or denials to oversight bodies or
legal counsel orduring appeals.

o Whatreview stepswillyourequire foreachrequest?
e Howwillyouperformtheinitial screening?

e Willarubric be usedfortheinitial screening?

e Willtherequestneedacommitteereview?

o Howwillyoudetermineif the data are available?

e Whathappensif therequestoris notrequesting the
correct type(s) of data?

e Willyouallowresearcherstoappealrejected
applications?

DECISION GUIDE
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C. Application Collectionand
Management

Asmoothapplication collection process sets the tone
forresearcherinteractions and affects your operational
efficiency. The methodyou choose for collectingand
managing applications affects both userexperience and
internalworkflow. Consider security requirements for
handling potentially sensitive proposalinformation, staff
capacity formanaging different submission formats, and
the need fortracking andversion control. Your collection
process should align with yourtechnical capabilities
while providingresearchers with clear, accessible
submission pathways.

¢ Howwillresearchers submit theirapplications and
supporting materials?

What technology platform willyou use to collect and
track applications?

¢ Howwillyouensure secure handling of sensitive
applicationinformation?

o Whatfileformats andsizes willyouaccept?

e Howwillyoumanage version control forapplication
revisions?

e Whatconfirmationandtracking processes willyou
provide to applicants?

DECISIONSINACTION DECISIONS INACTION

The Texas ERC has a structured process with initial
ERC staff screening and then Advisory Board review,
duringwhichresearchers present their proposals.
Washington’s ERDC reviews for FERPA compliance
and data contributor authorization. Both systems
document decisions thoroughly and provide clear
feedback tounsuccessful applicants. The MLDS
Centerhas developed acomprehensive multistage

process:initial staff review; partneragency review;
Research and Policy Advisory Board review; and for
certain projects, final Governing Board approval. It
clearly documents the criteria foreachreview stage
andthetimeline expectations forapplicants. The
NJSDS implements a multicriteria scoring system
evaluating literature review/context, research design,
and feasibility with prescreening for priority research
areaalignmentand multiagency datause.

Different IDS operators use various approaches
forcollecting application materials. The NJSDS
usesonline forms through Zoho with file upload
capabilities for proposals, curricula vitae (CVs), and
supportingdocuments, setting clear specifications
(three single-spaced pagesin1l-point Times New
Roman). The MLDS Centerrequires completion of an
online application with upload of completed forms
and CVsforallteam members. Some systems use
dedicatedresearchmanagement platforms, while
othersrely on email submissions with specific naming
conventions and security requirements. The choice
of collectionmethod affects both user experience
andinternal workflow efficiency.



https://texaserc.utexas.edu/proposal-preparation-submission/
https://erdc.wa.gov/data-resources/data-request-submission
https://mldscenter.maryland.gov/egov/Publications/mlds_datarequest_governance_process_v02.pdf
https://mldscenter.maryland.gov/egov/Publications/mlds_datarequest_governance_process_v02.pdf
https://forms.zohopublic.com/zohohcwd/form/NewJerseyEducationtoEarningsDataSystemGrantApplica/formperma/Pjn-c2Tq_dPV1QoDTi40Sm6c4XXugEFeu1nwD_BNXQE
https://mldscenter.maryland.gov/ProjectApprovalandManagementProcedures.html
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D. Data Preparation and Delivery

Datapreparation and delivery methods significantly
affectyoursecurity posture and operational workload.
More secure delivery methods, such as modern “bring
analysis tothe data” approachesusing secure enclaves,
require greatertechnicalinfrastructure but provide
betterprotection. Supporting researchers during
projects buildsrelationships but consumes staff time.
Regularcompliance monitoring preventsviolations but
requires dedicatedresources. Considerhow technology
canenhance your capacity—automated submission
forms, initial screening tools, and workflow management
systems canhelp smallteams handle growing demand
efficiently.

e Howwillyouprepare the dataforrelease (cleaning,
de-identification)?

¢ Whowillbethe datadisclosure specialist?

5. Set Timeline Expectations

DECISION GUIDE
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¢ Whatdelivery methods willyou use (secure portals,
encrypted files, data enclaves)?

e Whatongoingsupportwillyou provide during
research projects?

¢ Howwillyoumonitorcompliance with data use
agreements?

DECISIONSINACTION

Texas offers two options fordata access—remote
andinperson. Theremote access optionuses

a sophisticated approach with secure virtual
machines, controlled workstation access, and
rigorous masking requirements along with
mandatory review of allresearch outputs before
release. Washington’s ERDC offers both secure file
transferand an Education Data Enclave that keeps
data secure while providing analysis tools.

Realistic timeline managementis critical for maintaining researcher trust and operational
sustainability. Clear, achievable timelines help researchers plan their work, secure funding, and
meet theirown deadlines, while protecting your staff from unrealistic demands and burnout.
Publishing transparent timelines reduces status inquiries, demonstrates accountability, and helps
manage researcher expectations from the start. However, setting these expectations requires
careful balance—overly optimistic timelines erode trust if delays occur, while excessive padding
may discourage researchers from pursuing valuable projects. Your timeline decisions must
account forinternal capacity, external dependencies (such as Institutional Review Board [IRB]
reviews or data contributor approvals), and seasonal variations indemand.

DECISION: How quickly can and should you process requests?

A. Processing Timeline

Publishing cleartimelines serves multiple purposes:
Ithelpsresearchers plantheirwork, reduces status
inquiries to staff, and demonstrates transparency.
Externaldependencies (IRBreviews, data contributor
approvals) often cause delays beyond your control,

so build buffertime into estimates rather than promise
unrealistic timelines. Include visual process maps
showing each stage, realistic time estimates, and factors

that might affect processing time. Consider maintaining
apublicrequestlogshowing the current status of
applications, which helpsresearchers track progress and
avoid duplicating existing projects.

o Howlongwilleachreview stage take?

o Whatfactors might extend timelines (complexity,
externalreviews, legal consultation)?

e Howwillyoucommunicate timelines torequestors?

O


https://texaserc.utexas.edu/researchers-of-approved-projects/
https://erdc.wa.gov/data-resources/our-review-process
https://erdc.wa.gov/data-resources/our-review-process
https://erdc.wa.gov/sites/default/files/2024-09/ERDC%20EDE_Training%20Guide_Researcher.pdf
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e Whatservicelevel commitments are you
comfortable making?

e Howmanyrequestscanyourealisticallyhandleina
defined period?

e Willyouacceptrequestsonarollingbasisorin
cycles?

¢ Howwillyoumanage peakdemand periods?

e Whathappensifyoureceive morerequeststhanyou
canprocess?

DECISIONS INACTION

The Texas ERC schedules quarterly Advisory Board
meetings andrequires proposals to be submitted

35 days prior, creating a structured but potentially
lengthy process. The MLDS Centerhas developed
specific timelines for different review tracks:
Expeditedreview processesrequire applications

to be submitted 14 days before Research and Policy
Advisory Board meetings, while full review processes
require 21days before Governing Board meetings.
The MLDS Center publishes these timelines clearly

and adjusts them based onapplication volume.

DECISION GUIDE
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B. Capacity Management

Capacity managementis critical for sustainable
operations andrequestor satisfaction because demand
forlongitudinal data typically grows exponentially
onceresearchersdiscoverthe system’s capabilities.
Early adopters share their positive experiences,

leading toincreasedrequests from others. This

organic growth, while validating the system’s value,

can quickly overwhelmunprepared organizations. The
consequences of inadequate capacity planning extend
beyondsimple delays—they can damage stakeholder
relationships, undermine the system’s reputation,

and create political pressure that threatenslong-term
sustainability. Effective capacity managementrequires
answering fundamental questions about service levels,
resource allocation,and demand management.

¢ Howmanyrequestscanyourealisticallyhandleina
defined period?

e Willyouacceptrequestsonarollingbasisorin
cycles?

¢ Howwillyoumanage peak demand periods?

¢ Whathappensif youreceive morerequests thanyou
canprocess?

DECISIONS INACTION

Washington’s ERDC indicates 9-16 weeks total
processing time (2-4 weeks administrative, 4-6
weeks technical, 2-4 weeks privacy, 1-2 weeks final
approval), butithashadto pause processing new
requests due to highvolume, demonstrating the
importance of realistic capacity planning.


https://texaserc.utexas.edu/wp-content/uploads/2025/10/NEW-Proposal-Preparation-Submission-Process-10202025.pdf
https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalReviewSchedule2025_2026.pdf
https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalReviewSchedule2025_2026.pdf
https://erdc.wa.gov/data-resources/data-request-submission

Odtisc

gration Support Center

6. Ensure Regulatory Compliance
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Privacy and security are not just compliance checkboxes—they are foundational elements

that enable sustainable researcheraccess. Building privacy protectioninto every stage of the
research process creates a culture of responsible data use that maintains public trust while
enabling valuable research. Ensuring that yourresearch decisions comply with both state and
federalregulationsis essential, and consulting legal counsel can help you navigate these complex
requirements. Additionally, IRB oversight may be necessary to uphold ethical standards and
protect participants, depending on specific laws and regulations.

DECISION: How will you meet all regulatory compliance requirements while

maintaining transparency?

A. Federal and State Regulations

Now that you have made several decisions, ensure that
the decisions align with state and federal regulations.
Yourresearchrequest process mustaccommodate
multiple regulatory frameworks that may apply to
differenttypes of dataandresearchactivities. If you have
not already done so, thisis a critical point to engage with
legal counselwho canhelp you navigate the complex
interplay of regulations and ensure that your processes
arelegally sound.

e Doyourproposed processes comply with FERPA,
HIPAA, orotherfederal and state privacy laws?

o Howwillyouhandle situationsinwhich multiple
regulations apply to the same dataset?

¢ Howwillyouadjust the processifregulations
change?

e Whatareyourmechanismsto stay current with
regulatory updates and communicate changesto
researchers?

B. Protection of Human Subjectsin
Research

IRB oversight ensures thatresearchinvolvinghuman
subjects meets ethical standards and protects
participants’rights and welfare, asrequired by federal
regulations or state laws. Depending onthe laws and
regulationsinyourstate, IRB approval may ormay not be
required.

Doesthe IDS have to comply withregulations
regardinghumansubjectresearchandIRB oversight?

Whoisresponsible fordeterminingif theresearch
involves human subjects? Is the responsible party the
IDS, theresearcher’s appropriate institutional official,
orthestateIRB?

If the researcheris not affiliated withan IRB, what is
the process forhuman subjects’ determinations?

DECISIONS INACTION

Most IDS operatorsrequire IRB approval as a
prerequisite fordata access, but they handle this
requirement differently. The MLDS Centerrequires
final IRB approval provided by the requestor’s
institution to be submitted before accessis granted
and ensures that allindividuals accessing data are
named onthe approved IRBrequest. The NJSDS
requiresresearchers to obtain IRB approval and
acknowledges partnerships with Collaborative
Institutional Training Initiative Programinstitutions
for streamlined review processes. The Texas ERC
requiresresearchers to specify which FERPA
exception theirresearch meets and ensures IRB
compliance as part of its comprehensive approval
process. Some systems accepthome institution IRB
approvals, while others require additional review by
theirown IRB or ethics committee.



https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalandManagementProcedures_FinalApproved.pdf
https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalandManagementProcedures_FinalApproved.pdf
https://forms.zohopublic.com/zohohcwd/form/NJEEDSSystemAuthorizationAccessRequestSAAR/formperma/u23Umoiu5Ci_QWIazOV547NFPPvQr8eGAemKE59CXj8
https://about.citiprogram.org/
https://about.citiprogram.org/
https://texaserc.utexas.edu/wp-content/uploads/2025/09/PP-for-Approved-Projects-2025.pdf
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C. Culture of Privacy and Security

Legal compliance alone cannot safeguard sensitive
data—true protectionrequires embedding privacy
awareness and security measuresinto every interaction
with your system. A strong culture of privacy with security
creates sharedresponsibility, with every participant
understanding theirrolein protecting the individuals
whose data enablesvaluable research. Building this
culturerequires deliberateinvestmentsintraining,
leadership, monitoring, and continuous improvement.

¢ Whattrainingwillyourequire forresearchers before
they accessdata?

7. Develop Your Legal Framework
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Who will serve as your privacy officer or primary
privacy contact?

How willyoumonitorand audit ongoing compliance
with privacy requirements?

DECISIONSINACTION

Hawaii’'s Data eXchange Partnership requires
allrequestors to complete a data user training
course that coversresponsible data handling,

with certificationrequired before submitting
applications. This proactive approach ensures that
researchersunderstand privacy expectations before
accessing any data.

Effective datause agreements protect against data misuse while balancing researcheraccess
and organizational liability, ensuring clear expectations and enforceable protections for all
parties. In addition to data use agreements, organizations should implement supplementary legal
agreements to comprehensively regulate researcher conduct and system access.

DECISION: What legal protections and agreements do you need?

A.DataUse Agreements and Licenses

Datause agreements are your primary protection against
misuse of data, but overly restrictive agreements can
prevent valuable research fromhappening. The wrong

balance can expose yourorganization toliability orcreate

unenforceable terms that provide noreal protection.
Well-crafted agreements clarify expectations,
provide enforcement mechanisms, and give all parties
confidence to proceed. They also demonstrate to
oversightbodies that you are taking data protection
seriously.

e Willyouuse standard templates or customize each
agreement?

e Whatkey provisions mustbeincluded (permitted
uses, security requirements, publication terms)?

o Howwillyouidentify and address agreement
violations?

¢ Whatamendment procedures willyou allow?

DECISIONSINACTION

The Texas ERC has detailed agreements covering
remote access security requirements, data
destructiontimelines, publicationrequirements, and
penalty provisionsincluding potential prosecution
under federallaw. Its agreements require policy
briefs within 60 days of project completion and
specify thatresearchers who do not comply will

be barred from future access. Washington’'s ERDC
creates agreements afterapproval and coordinates
with data contributors for authorization. Agreements
must be enforceable—including clearviolation
consequences and monitoring procedures. The
Texas ERCrequiresresearchers to agree to audits
and electronic monitoring. Balance protection
withworkability—overly restrictive agreements

may discourage legitimate research while overly
permissive ones provide inadequate protection.



https://www.hawaiidxp.org/data-user-training-course/
https://www.hawaiidxp.org/data-user-training-course/
https://texaserc.utexas.edu/researchers-of-approved-projects/erc-forms/
https://erdc.wa.gov/data-resources/submit-data-request/plan-your-data-request
https://texaserc.utexas.edu/wp-content/uploads/2025/09/PP-for-Approved-Projects-2025.pdf
https://texaserc.utexas.edu/wp-content/uploads/2025/09/PP-for-Approved-Projects-2025.pdf
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B. Supporting Agreements
Beyond datause agreements, you willneed additional Most IDS operators use layeredlegal agreements to
legal protections that governresearcherbehaviorand address different aspects of dataaccess. The MLDS
systemaccess. These agreements work togetherto Centerrequiresresearchers to sign nondisclosure
create comprehensive legal coverage for different agreementsrelating to confidentiality of student
aspects of theresearchrelationship. and workforce data, acknowledge data sharing
MOUs with partneragencies, and agree torules

e What confidentiality and nondisclosure requirements of security behavior for authorized staff. The

willyou establish? NJSDS requires researchers to signnondisclosure
« Doyouneedseparate acceptable use policies for researchagreements and comply withits data

accessanduse policy and acceptable use policy.
This multiagreement approach allows operators to
address specific legalrequirements (confidentiality,
security, data use) while maintaining clarity about
different obligations.

systemaccessanddatahandling?

e Willyourequire security behavioragreements that
specify technical requirements?

8. Implement and Communicate Decisions

Onceyou have made the foundational decisions outlined in this guide, transparent
communication of your policies and procedures is essential for building trust, managing
expectations, and ensuring equitable access. Clearcommunication helps researchers
understand whether their projects align with your system and what they can expect from the
application process.

DECISION: How will you communicate your research request process to users?

A. Essential Information to Publish Process Transparency
Successfulresearcheraccess programsrecognize e visualandwritten guides foreach step frominquiry
that providing clear, accessible information saves time through data delivery

forbothresearchers and staff. Making your policies

and procedures publicly available is fundamental to
building trustand enabling researchers to make informed
decisions aboutwhetherto apply. Published information
serves multiple purposes: It sets clearexpectations,
reduces staff time spent answering routine questions, e scoringrubrics orevaluation criteriaused forreview
demonstrates accountability to stakeholders, and
ensures equitable access by providing all potential
applicants with the same information. Your published Outputs and Impact

o realistictimelines foreach phase with factors that
may affect processing

public log of active and completedresearch projects
with status updates

e examplesofin-scope versus out-of-scoperequests

ials shouldincl he following:
materials shouldinclude the following o researchlibrary with publications, policy briefs, and

Data Documentation presentations from past projects

e comprehensive datainventory and dictionary with regularreporting onrequest volumes, processing

descriptions, years available, quality notes, and any
restrictions e clearattributionrequirements and citation guidelines

times, and programimprovements

()


https://mldscenter.maryland.gov/egov/Publications/ExternalResearch/ProjectApprovalandManagementProcedures_FinalApproved.pdf
https://njsds.nj.gov/data/data-availability/
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Practical Resources

e self-service training materials on datastructure,
appropriate uses, and technicalrequirements

o templatesforallrequired documents with
completioninstructions

e transparentfee structureswith guidance on
including costsingrant proposals

Key Questions

Questions to ask as you consider decision points:

o Whataretheeligibility criteriaandrequirements for
requestors?

e Shouldthereberesearchalignment priorities? Scope
limitations?

¢ Whatisthe procedure forpublications?

e Whatarethe stagesforthereview process, and what
are the decisioncriteriaforeach stage?

e Whatisthefeestructure,andwhat are the fee waiver
policies?

e Whatdataare available,and how are they accessed?

e Whattype of security requirements do you have, and
how canrequestorsaccess data?

e Whatarethesecurity requirements and compliance
expectations?

e Doyouhave sample agreements and templates?

B. Communication Channels and Methods

How you communicate your policiesis asimportant as
whatyou communicate. The channels and methods you
choose affect accessibility, user experience, and your
ability to keep information current. Consideryour target
audiences (researchers, institutions, policymakers),
theirpreferred communication methods, and your
organizational capacity for maintaining different
platforms. Effective communication channelsreduce
barriers to access while ensuring thatinformation remains
accurate andup to date.

e Whatplatforms will you use to share information
(website, portals, guides)?

e Howwillyouensurethatinformationremains current
and accessible?

e Whatlevel of detail willyou provide for different
audiences?

¢ Howwillyouhandleupdates and changestoyour
process?

C. Ongoing Transparency and Feedback

Transparencyis an ongoing commitment that evolves
with your process and builds trust over time. Establishing
mechanisms for continuous communication, feedback
collection, and processimprovement demonstrates
accountability andresponsiveness to userneeds.
Considerhow you willmeasure and report onyourown
performance, gatherinput from stakeholders, and
communicate changesthataffect currentand future
applicants.

e Howwillyoutrackandreportonyourprocess
performance?

e Whatmechanisms willyou provide foruser feedback
and processimprovement?

e Howwillyoucommunicate changes orupdatesto
your procedures?

¢ Whatinformation willyou share about approved
projects and outcomes?

DECISIONS INACTION

Successful IDS operators prioritize transparent
communication about theirprocesses. Washington’s
ERDC clearly communicatesits priority system

and critical questions onits website so researchers
understand expectations upfront. The MLDS Center
publishes comprehensive policies, fee schedules,
and sample agreements, making the entire process
transparent to potential applicants. The NJSDS
provides detailedinformation aboutits phased
approach, eligibility requirements, and evaluation
criteria, helpingresearchers understand both current
opportunities and future plans. This transparency
builds trust, reduces confusion, and ultimately

leads to higher quality applications that align with
systemgoals.



https://erdc.wa.gov/data-resources/data-request-submission
https://erdc.wa.gov/about-us/research/erdc-critical-questions
https://mldscenter.maryland.gov/ProjectApprovalandManagementProcedures.html
https://njsds.nj.gov/data/data-access/
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Resources
Featured States Other Resources
e MarylandLongitudinal Data System o DataQuality Campaign, “Creating a Pathto Answers:

e Minnesota Statewide Longitudinal Education Data How State Data Leaders Can EmpowerResearchers

System

e NewJersey Statewide Data System

e TexasEducationResearch Center

e Washington’s Education Research & Data Center
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